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SECTIONALTOXIC PLACEVEDMEN

Twitter is a social media platfornused by hundreds of millions of people around the world to debate, network
and share information with each other. From higkevel female politicians to journalists, activists, writers and
aknffdgr+ sn vnldm vgn r hl okx vhemsTwigencajb®mapowearfgfod - r g  oodm
for women to make connections and express themselves. In fact, the company has touted itself as a place
vgdagddgx unhbd g ' r sgd 6 Bwfdrgnany women, Bwitterds a platfidrm wherg k ¢ -

violence ard abuse against them flourishes, often with little accountability. As a company, Twitter is failing in

its responsibilitytogdr odbs vnl dm-r ghfgsr nmkhmd ax bhm cdpt sdkx hn
violence and abuse in a transparent manneilhe violence and abuse many women experience on Twitter has

a detrimental effect on their right to express themselves equally, freely and without fear. Instead of
rsgdmfsgdmhmf vnldm-r unhbdr+ sgd uhnkdmbleadswomeen > at rd | ~ m
to selfcensor what they post, limit their interactions, and even drives women off Twitter completely. At a

watershed moment when women around the world are using their collective power to speak out and amplify

their voices hrough social medigplatforms,Svhssdqg-r e  hktgd sn "~ cdpt sdkx qdro
tackle violence and abuse on the platform means that instead of women using their voices n hl o” bs sgd
world + | "mx vnldm “gd hmrsd c¢c adhithceot rgdc a bjv gcr sn

db

@nlineaatrd hr tm bbdos akd enq vnldm hm onkhsht
suffer that kind of abuse’

Nicola Sturgeon, First Minister of Scotlarid

Would anyone else like to fuck Nicola
Sturgeon with me?

Teo rape Nicola Sturgeon?

Examples of abusivetweet mentioning Nicola Sturgeon.

METHODOLOGY

Between December 2016 and March 2018, Amnesty International conducted qualitative and quantitative
gdrd gbg “ants vnldm-r dwodghdmbdr nm rnbh >k I dch™ ok  sc¢
violence and abuse directed towards women on Twitter.

Over the course of this investigation, Amnesty International interviewed 86 women and-bémary individuals

in the United Kingdom (UK) and the United States of America (USA) about their experiences on Twitter
including in 5 focus group discussions witl87 young women coordinated by the University of Sussex. Given
the public nature of the social media platform and the fact that many of the women interviewed are leading
debates and opinions in various areas and industries, Amnesty International mainly iatewed female public
figures including politicians, journalists, activists, bloggers, writers, comedians and games developers.

* Twitter, About Us available athttps://about.twitter.com/en_us/values.htmflast accessed 12 March 2018
2 Amnesty International interview witiNicola Sturgeon, 22 June 2017.
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In addition to aforementioned interviews, Amnesty International conducted a qualitative suriegarly 2017

whichreceived16f gdr onmrdr ~ants vnldm-r dwodghdmbdr ne uhnkdmb
in order to capture the experiences of female users without a large public following. 101 out of the respondents

(62.35%) said they had experienced abuse on Twitter. Somef these testimonies were included in the

research to help illustrate how women without a large following on Twitter are impacted by violence and abuse

on the platform.

Also, in September 2017 Amnesty International commissioned a data scientist to useamiae learning tools
to detect and analyse online abuse against femaledvhbers of Parliament (MPs)? active on Twitter in the UK.
The analysis found that between 1 January and 8 June 20125,688 tweets out of 900,223 wereabusive.

In addition to qualitatiw research methods, in November 2017, the organizatigrublished an extensive online

poll in 8 countries, includingthe UKand U®,* ants vnldm-r dwodghdmbdr ne “atrd n
media platforms, including Twitter, and its impact on their frelom of expression online as well as the

psychological impact of online abuse and harassment. This research was carried out by Ipsos MORI using an

online quota survey of 500 women aged H55 in each country, via the Ipsos Online Panel system. The survey

sample in each country was designed to be nationally represemitge of women in that country.

The UK and USA were chosen as focus countries given the heightened attention this issue has received in

media and political spheres. Both countries also have a sificant number of female Twitter users. Despite

@ mdrsx Hmsdgm shnm k-r enbtr nm sgdrd svn bntmsghdr+ h
against women online, on Twitter and more generally on social media, is a global issue that affecisien in

different countries around the world.

The research highlights the particular experiences of violence and abuse on Twitter against women of colour,
women from ethnic or religious minorities, lesbian, bisexual or transgender women, Agnary individuals,

and women with disabilities, to demonstrate the intersectional nature of abuse on the platform. Amnesty
International also spoke with dozens of experts in the United Kingdom and United States working in the field
ne vnl dm-r gbased dseriminatioe, deohadiogyx and digital rights about violence and abuse
against women on social media platforms. Amnesty International consulted with multiple organizations and
individuals, particularly in the UK, when developing our recommendations and stibns for Twitter.

As of16 March 2018, Amnesty International has met with Twittén-personon three separate occasions (May

2017 in Washington, D.C, USA; February 2018 in San Francisco, California, USA; and March 2018 in London,

United Kingdom). In addtion to these meetings with Twitter Legal and Public Policy Experts, Amnesty

International had further correspondence with the company via email and telephone and sent a letter to Twitter

on 28 January 2018 outlining our concerns about violence and abusggainst women on the platform and

gdptdrsdc bk ghsx "mc ¢ s° gdk > sdc sn u ghntr “rodbsr ne
rights responsibilities. Twitter responded to Amnesty Internatiork - r f d mdq ™ k b nbubrefugedr ' r dd @mm
to provide the data requested about the reporting process and content moderation. These requests were

further reiterated but also denied during the aforementioned meetings with Twitter in February and March

2018.

On 12 March 2018, Amnesty Internationeonce again wrote to Twitter outlining our allegations of the
bnl o mx-r e hktgd sn | dds hsr gt | onm5 Manch 20%8r(seegAtimeo n mr ha hk h's
).

3 Azmina Dhrodia,Unsocial Media: The Real Toll of Online Abuse against Womexmnesty International, Medium, 20
November 2017, available ahttps://medium.com/amnestyinsights/unsociaimedia-the-reaktoll-of-online-abuse-againstwomen
37134ddab3f4 (last accessed 13 March 2018).

+ Azmina Dhrodia,Unsocial Media: The Real Toll of Online Abuse against Womeémnesty International, Medium, 20
November 2017, available ahttps://medium.com/amnestyinsights/unsociaimedia-the-reaktoll-of-online-abuse-againstwomen
37134ddab3f4 (last accessed 13 March 2018).
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A TOXIC PLACE FORNWO

As the world becomesncreasinglyconnected online, our reliance on social media platforms such as Twitter
has also become increasingly important. But the online world, and social media platforms like Twitter are not
immune to many of the human rights abuses that women face offline.

Ove the last 16 months, Amnesty International has conducted qualitative and quantitative researced

Methodologyabovdld ~ants vnldm-r dwodghdmbdr nm rnbh >k Il dch”™ ok ¢

impact of violence and abuse directed towards womean Twitter, with a particular focus on the United
Kingdom (UK) and the United States of America (USA). Such abuse includes direct or indirect threats of
ogxrhb >k ng rdwt  k uhnkdmbd+ chrbghl hm snqgxtargeted r d
harassment, and privacy violations such as doxing or sharing sexual or intimate images of a woman without
her consent.

Over the course of this research, Amnesty Internationakerviewed 86 6ee Methodologyabove) womenboth
individually and ingroups in the UK and USA. We spoke to female politicians, journalists, activists, bloggers,
writers, comedians, games developers as well as women who use the platform but do not have a large following.
Amnesty International also spoke with dozens of expgih the United Kingdom and United States working in
sgd ehdkc ne v nilbabed-discringnatiory techrolody,caddndigitalsights about violence and
abuse against women on social media platforms. Amnediyternationalconsulted with multipleorganizations

and individuals, particularly in the UK, when developing our recommendations and solutions for Twitter. The
research highlights the particular experiences of violence and abuse on Twitter against women of colour,
women from ethnic or religios minorities, lesbian, bisexual or transgender womenas well as nonbinary
individuals £ and women with disabilities, to expose the intersectional nature of abuse on the platform. In
November 2017, the organization commissionedpsos MORIto conduct an aline poll in 8 countries,
hmbktchmf sgd TJ "mc TR+ “ants vnldm-r dwodghdmbdr

s gfdst

ne ~at

fdmdg kkx "mc hsr hlo bs nm vnldm-r eqddcnl ne dwogdrr hnn

abuse and haassment®

Overall, our findings paint a worrying picture that Twitter can be a toxic place for its female users. The

bnl o mx-r e hktgd sn I dds hsr gdronmrhahkhshdr qdf "~

longer able to express themselveigeely on the platform without fear of violence or abuse.

®H sghmj Svhssdq hr sgd vngrs ne sgd rnbh™k |
[of abuse] that happens. The content feels pretty similar across the platforms but thleeer volume of it ol
Svhssdg hr vg s-r cheedgdms-

Jessica Valenti, USournalist and writer®

WHAT IS TWITTER?

Twitter operates in 43 languages and was created in 2006. On 21 March that yearfoander and current
Chief Executive Officer (CEQJack Dorsey sent the first tweet on the platform that readust setting up my

5 Amnesty International Amnesty reveals alarming impact of online abuse against womet® November 2017, available at
https://www.amnesty.org/en/latest/news/2017/11/amnestgvealsalarmingimpact-of-online-abuse-againstwomen/ (last accessed 12
March 2018).

5 Amnesty International interview with Jessica Valenti, 15 May 2017.

7 Jack Dorsey, Twitter account (@jack), available lattps://twitter.com/jack(last accessed 12 March 2018).
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s v & 3$ngially conceived as a Short Message Service (SM®)sed platform, Twitter has since turned into one
ne sgd vngkc-r k> qfdrs nmk h B3 milionbronthky adtivit aser® ok ~ senql r

1  Around 500 million tweets are sentperday’sg " s-r 5+/// svddsr odqg rdbnmc
per year

1  The approximate number of Twitter users in the UKs 20 million!* 45% of UK adults online use
Twitter, with 37%of those account holders logging in daily.

1 Male and female usersaccount for 56 and 44 percent of users in the UK? respectively.

1 As of 2017 there are over 67 million Twitter users in US.36% of people in the USA aged 189
use Twitter, more than any other age group.

1 21 % of men and women in the USAuse Twitter

Over the last 12 years, Twitter has become a place that people use in both a professional and personal
capacity. From human ights activists coordinating protests on Twitter to people from marginalized
communities creating solidarity networks or politicians engaging with constituents outside of traditional office
hours - Twitter offers its users around the world an opportunity tmake connections across industries and
regions at a speed that was almost unthinkable only a decade ago.

WHY TWITTER?

Although violence and abuse against women is certainly not limited to any one social media platfoFmitter
hr nmd ne gestdocial mefia companids argl its platform is one of the most influential globally.
Twitter is, therefore, critical in any effort to tackle violence and abuse online.

Moreover, the very nature of Twitter encourages users to have public conversationd ahare their thoughts
with others (often strangers) on the platform, meaning that users arguably most benefit from Twitter when they
means that public figures are able to bypass traditional media outlets and engage directly with their audiences.
However, the open and publimature of theseinteractions also means that the platform is vulnerable to being

used to send violent and abusive conteniThe ease and speed with which content can proliferate on Twitter

l'd " mr sg° s vnldm-r dwodq hod tmbpatformnrequirashanukgentredpdiadequate ™ at r d
responsefrom the company.

In our initial research on violenceand abuse against woma on social media platforms, many women we
interviewed repeatedly highlighted Twitter as a place where violence and abuse against women is widespread
and where inadequate remedies exist for those who experience such abuse. Twitter itself hasblicly
acknowledged that they have a lot more work to do when it comes to tackling violence and abuse against

8 Jack Dorsey, Tweet, 21 March 2006, available #ttps:/twitter.com/jack/status/2((last accessed 12 March 2018).

9 Twitter, Q3 2017 Letter to Shareholders26 October 2017, available ahttp:/files.shareholder.com/downloads/AMDA
2F526X/5896920797x0x961121/3D6E46319478-453F-A813-8DAB496307A1/Q3_17_Sharehider_Letter.pdf(last accessed 12 March
2018), p. 2.

1 Internet Live StatsTwitter Usage Statisticsavailable athttp://www.internetlivestats.com/twittestatistics/(last accessed 12 Mirch 2018).
1 Kate Rose UK Social Media Statistics for 201,7undated, available ahttp://www.rosemcgrory.co.uk/2017/01/03/uksociatmedia-
statisticsfor-2017/ (last accessed 12 March 2018).

2The Statistics PortalGender breakdown of Twitter users in Great Britain (GB) from May 2014 to May 2Qlindated, available at
https://www.statista.com/statistics/278319/genddrreakdownof-twitter-users-in-greatbritain/ (last accessed 12 March 2018).

3 Salman Aslam,Twitter by the Numbers: Stats, Demographics & Fun Fact81 January 2018, available at
https://www.omnicoreagency.com/twittestatistics/(last accessed 12 March 2018).

1 Christina Newberry 28 Twitter Statistics All Marketers Need to Know in 2018lootsuite, 17 January 2018, available at
https://blog.hootsuite.com/twittesstatistics/(last accessed 12 March 2018).

5 Jake Coyle and Associated Presss Twitter the news outlet for the 21st century2BC News, undated, availableta
https://abcnews.go.com/Technology/story?id=7979891&page¥lhst accessed 12 March 2018).
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women on the platform. Multiple executives from the company have stated that the platform has a problem
with abuse. For example, in 2017CEO Jack Dorsey statl,*®

®Vd rdd wunhbdr adhmf rhkdmbdc nm Svhssdq dudgx c¢
xd qr £VvVd ogqhnghshydc sghr hm 1/05- Vd toc sdc ntqgq o

WOMEN WANT TOTBHETOER

Many of the women who spoke to Amnesty International about the violence and abuse they experience on
Twitter emphasized how important the platform is to them both professionally and personally. Women rely
on social media platforms like Twitter to advooat communicate, mobilize, access information and gain
visibility 1

Pamela Merritt, a US blogger and reproductive rights activist, told tfs,

®H | " ahs ne ° Svhssdg "~ cchbs- H v jdBdging+ H bgdb,
nmkhmd hr hlongs ms eng | x vngj- H v ms sn jmnv vg"
sn vdhfg hm+ rn H-1 nm Svhssdgqg sggntfg sgd c  x -

Seyi Akiwowo, UK Politician andctivist?® talked about how Twitter makes her feel paof a movement and
-otsr vngcr s mofbgingg wamarood aploud 8hisott us,°

®H eddk sngm- H knud Svhssdqg- Sgd ok sengl g r bnmn
they are amazing, successful and insplrggople. There is now a massive movement of women of colour
online. We express our beauty and confidence and tallbabaytdelf> mc hmsdgr dbshnm™ k hmd
of my life changing moments and development into womanhood has happéred bécdusiter. |

remember finding my first international job through Twitter. The possibilities and opportunities on that platform
qd dmckdrr - "

Imani Gandy, US journalist, also stressed how Twitter has become the-epntre of communications and
solidarity for marginalized communities. She explair?3,

®H s ghmj Svhssdg g ' r adbnld sgd mdv otakhb rpt  qgd-
mnql " kkx ¢cnm-s g ud "~ r |tbg ne ° people ahdpeoplgad onkhsh
bnkntqgq- Sgdgqd hr °~ gd rnm sg s =-Ak " bj Svhssdqg- hr
“akd sn bnld snfdsgdg sn gqgd> bg nts sn nsgdqg ak  bj 0
epi®de of Scandal or organizing around Black LivesitMetereally become a powerful tool. And elite

politicians are not used to having to answer to ¢lsesieppple.

Politicians themselves agree. Scottish Parliamentarian and Leader of t¥pposition, Ruth Davidson,
emphasized how important Twitter is as a tool to communicate and listen to her constituents and the wider
public. She notes??

®Rnbh >k I dch™ ok senqglr “~qd vgdgd ~ knideimage onkhshb"
range of voters. For a lot of younger voters, fistgalyx ¢ nm- s v rthey wasto beallets nkc s gh
chrbtrr sgdl -

16 Jack Dorsey, Tweet, 13 October 2017, available https://twitter.com/jack/status/919028949434241024(last accessed 14 March 2018).

7 UN Human Rights Council,Promotion, protection and enjoyment of human rights on the Internet: ways to bridge the gender digital divide
from a human rights perspective 05 May 2017, A/HRC/35/9, available afttps://documentsdds-
ny.un.org/doc/UNDOC/GEN/G17/111/81/pdf/G1711181.pdf?OpenElemélatst accessed 12 March 2018) p. 7, para. 23.

18 Amnesty International interview with Pamela Merritt, 07 July 2017.

2 Glitch! UK, website, available atttps://seyiakiwowo.com/glitchuk(last accessed 15 March 2018).

2 Amnesty International interview with Seyi Akiwowo, 30 March 2017.

2L Amnesty International interview with Imani Gandy, 15 August 2017.

2 Amnesty International interview with Ruth Davidson, 21 June 2017.
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Twitter remains an important tool for women across industries. US writer Chelsea Cain told Amnesty
Internationalhow she relied on Twitter to talk to other writers when she moved from writing novels to writing
comics. She explaing?

®H g ud °~ kns ne eqghdmcr vgn vnqj hm bnlhbr ~mc vd
like a bulletin bahr it's the place everyone comes when they have an announcement or a complaint. Readers.
Editors. Artists. Writers. Colourists. Letterers. Everyone | know in comics is on Twitter. The platform really fuels a
connection between creators and fans. kasdbonovels. Twittefoiscomics. Don't ask me why."

In addition to movementbuilding and networking, some women simply use Twitter to communicate what they
are up to. Comics writer Kelly Sue DeConnick told &5,

®Rnl dshl dr H tublidfiguretbgrombkte Hoaks amd appearances. Often | use it jast to be soc
vhsg odnokd+ itrs sn bg’ s-

But despite all the possibilities and the positive ways in which the platform is used by women on a daily basis,
Twitter remains fertile ground foreinforcing existing gender inequalities and discrimination against women
online. Harmful and negative gender stereotypes of women offline, as well w&lespread discrimination
against women rooted in patriarchal structure®, manifest as violent and abusie tweets against some women
on Twitter. All forms of violence and abuse against women, both in the physical and digital world, must be
seen through thelens of the systematic marginalization of womethroughout society?® Violence and abuse
against women o Twitter is not a new phenomenon, it is simplan extension of existing and systematic
discrimination against women that has found its way into the digital sphefé.

As First Minister of Scotland, Nicola Sturgeon, explaif,

®Sgdgd-r = misdgyny and abgse ttad womengxesflimeeand online... Social media is just
a different way of committing these acts.dliftimat r sgd | hrnf xmx kxhmf adghmec
that we have to tackle, not just the means byoplecirpable to spread their hate and misogyny and abuse.

UK journalist Hadley Freeman agrees. She told Amnesty,

®H s ghmj sgdgd hr ° bnmmdbshnm adsvddm sgd | hr nf x mx
nice guy isntgoingtobb > kk hmf vnl dm ! hmedbsdc b) msr! nmkhmd+ h

Women of colour, in particular, emphasized to Amnestyternationalthat in addition to Twitter manifesting
existing patriarchal structures in societygeologies of white supremacwgre also permeating into the platforni’
Renee Bracey Sherman, a U&bortion rights activisf* explained how the violence and abuse she experiences

2 Amnesty Internatbnal interview with Chelsea Cain, 09 June 2017.

2 Amnesty International interview with Kelly Sue DeConnick, 28 June 2017.

2 UN Committee on the Elimination of Discrimination against Wome@general recommendation No. 35 on gendebased violence against
women, updating general recommendation No. 1914 July 2017, CEDAW/C/GC/35, available at

http://tbinternet.ohchr.org/Treaties/ CEDAW/Shared%20Docuntefi_Global/CEDAW_C_GC 35_8267_E.l#fst accessed 12 March
2018) p. 6, para. 19.

% zarizana Abdul AzizDue Diligence and Accountability for Online Violence against Wom&ue Diligence Project, 2017 available at
https://www.apc.org/sites/default/files/DueDiligence AndAccountabilityForOnline VAW (faffit accessed 12 March 2018) p. 13.

27 UN Committee on the Elimination of Discrimination against Wome@geneil recommendation No. 35 on gendebased violence against
women, updating general recommendation No. 194 July 2017, CEDAW/C/GC/35, available at

http://tbinternet.ohchr.org/Treaties/ CEDAW/Shared%20Documents/1_Global/CEDAW_C GC_35_8267 (Egdiccessed 12 March
2018) p. 6, para. 19.

2 Amnesty International interview with Nicola Sturgeon, 22 June 2017.

2 Amnesty International interview wittadley Freeman, 29 January 2018.

% Noah Kulwin, Twitter is still trying and failing to solve its white supremacy probleMice News, 16 November 2017, available at
https://news.vice.com/en_us/article/gydda7/twittés-still-trying-and-failing-to-solveits-white-supremacy-problem (last accessed 14 March
2018).

31 Reproaction, Website, available dtttps://reproaction.org(last accessed 14 March 2018).
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on social media platforms went to a deeper level when she started talking about reproductive rights issues o
the Black Lives Matter (BLM)movement3? She told Amnesty?®

®Vgdm H rs > gsdc s kjhmf ~ants ~angshnm+ sgd ~atrd
vdms sn °~ cddodq kdudk- Sg’ s-r ggdisreayembetidedin d ne g
our culture. And people are upset when marginalized folks, black folks, women of colour, trans women, trans folks
+when they reclaim their narrative and are unapoibgeties people uncomfortable. And this primal level

of°' ss bj bnldr nts "mc sgdx itrs r x rtbg chrftrshmf

15 Jun 2017
‘ Replying to @RBraceySherman

You are a cuntish dick as far as I've seen

15 Jun 2017
‘ Replying to @RBraceySherman

ugly and fat with shit hair. Sad to be you :(

2 ™~

‘ Replying to @RBraceySherman
As a "nigger” and a concerned citizen: you're a cunt.

14 Jun 201
( Replying to @RBrace

4chan wants you. Good luck cunt

3

Examples of abusivéweetssent to US abortion rights activist @RBraceySherman

Many women interviewed by Amnesty International spoke about the fact that the online world, more generally,
has created spaces where people feel emboldened to say things to people that they would not necessarily say
offline.

Rbnsshr g Vnl dvist-Telat Qagdoly explas @kw shd sexist, racist anddlamophobic abuse she
receives on Twitter is far worse than anything she has experienced offlffhe.

®H+ 0/ /$+ cnm-s dwodghdmbd sgd khibtuhe kegemoyofitant r d ne e k h
the toxic nature of it is more online than what | experience in real life because people know they get away with it
Il ngqd- He odnokd ¢cn hs+ hs-r adghmc " m “mnmxlntr Svl
cnmgdmj sg s odnokd tmcdgrs mc sgd bnmrdptdmbdr ne

SVHSSDQ- RIS GHSP@SIBIQIAIESS

Under the United Nations (UN) Guiding Principles on Business and Human RightsTwitter, as a company,
has a specific responsibility to respct all human rights + including the rights to nondiscrimination and
freedom of expression and opiniort and to take concrete steps to avoid causing or contributing to abuses of

%2 Black Lives Matter, Website, available &ttps://blacklivesmatter.com(last accessed 12 March 2018).

% Amnesty International interview with Renee Bracey Sherman, July 2017.

3 Amnesty International interview with Talat Yaqoob, 23 June 2017.

% UN Guiding Principles on Business and Human Right2011, available at
http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN. |fldfst accessed 12 March 2018).
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those rights. This includes taking action to identify, prevent, address amdcount for human rights abuses

that are linked to its operations. Specifically, as part of its human rights due diligern€elwitter should be

assessing+ on an ongoing and proactive basis gnv hsr onkhbhdr "~ mc righytobshbdr hl o
freedom of expression and opinion as well other rights, and take steps to mitigate or prevent any possible

negative impacts. It is also critical that Twitter is transparent about its policies and practices and the steps it

is taking to identify and address humanights abuses.

Amnesty International contacted Twittein January 2018requestingthat the company share information and
data on howit responds to reports of violence and abuse on Twitter, including disaggregated information on
the number of reports of duse it receives, the number of reportsfound in violation of the Twitter rulesnd
response times to reports of abuseGreatertransparency around the number of content moderators it employs
and details on how they are trained on gender and other identibased forms of abuse and international
human rights standardswas also requested Twitter stated in aletter dated 14 February 2018(see Annexl)
that releasing such data would be uninformative and potentially misleadinfwitter stated,

®L d ° mh mgamnckis asqgestion we share your passion for. The question of absolute numbers of reports
and the proportion of accounts that are actioned is one on which we continue to reflect. However, it is important
to note that this type of information carhbgnbdbrmative and potentially misleading. One of the challenges,

as we have discussed with your Amnesty colleagues previously, is that users regularly report content with which
they disagree or in some cases, with the direct intent of tryingnosbeacd ey t r dg-r unhbd engq
Moreover, there is a misperception that the volume of reports impacts our enforcement decisions, but this is not
the case. In our meeting you discussed potential targets in this space, and we woulnl HEaméenested t

hcd r xnt | hfgs g ud-"—

Amnesty International agrees that this contexs importantto understand in the reporting process, however

sghr c¢cndr mns mdf sd Sv hydosbd tgansparegtinlhowrnt is gdalingvéthn repgrts ofo n mr h a h k h
violence and abuse on the platform nor does it take away from the fact that understanding how Twitter is
gdronmchmf sn rodbhehb gdonqgsr ne “atrd vthng&howmkx gdko r
such abuse is dealt with. Moreovelknowingthe true scale of abuse on the platform ultimately allows everyone

to help develop more concrete solutions to tackle the problem.

In a further letter to Amnesty International dated 15 March 2018&ee Annex Il), Twitter reiterated that abuse
and hateful conduct directed at womerare prohibited onthe platform, that the company hadmade changes
to improve safetyon the platformand had increased the number of actions takeragainst abusive accounts

®Aluse and hateful conduct directed at women, including direct threats of violence, and harassment, are prohibited
on TwittekVe have made more than 30 individual changesdaciupolicies and operations in the past 16

months, all with the goal ofowipg safety feweryone. We now take action on 10 times the number of abusive
accounts as the same timelast q -

@ mdrsx Hmsdgm shnm k "~ bjmnvkdcfdr sg' s Svhssdq g°
the platform, howeverthen g f * mhy > shnm-r “rrdrrl dms hr sg s sgd
the scale and nature of violence and abuse against women on Twitter.

% UN Guiding Principles on Business and Human Right2011, available at
http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN. |fldfst accessed 12 March 2018), p. 19.
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®vVd rtbj s cd khmf vhsg “atrd "mc sqnkkr acore
user after core user by not addressing simple trolling issues that they face every day. I'm frankly ashe
ne gnv onngkx vd&ud cd ks vhsg sghr hrrtd ctagq

Dick Costello, former Twitter CE015)%"

N

d ne dwogqdrrhnm I d" mr khsskd r ntq t

®Eqddcnl
kdmbdc adb trd sgdx “qd “eq hc sn rod’j to-

r h

Vijaya Gadde, General Counsel (201%)

n e chrvardation anchpretents uws fraim-understanding o)

®@atrd hr mns o (gs
h cdrdqudr sn ad ° s qfds ne " a

mnsgdg- Mn nmd

Jack Dorsey, current Twitter CEO (2018)

‘Q

rdd unhbdr adhmf r hkdmb dworkingnp cQmtdractstidsdor tHeupesy
gqr£VvVd ogqghngqhshydc sghr hm 1/05- Vd toc sdc
tfg-—

o x @

n

Jack Dorsey, current Twitter CEO (201%)

®EVd knud hmrs ms+ otbadkhkmbdqfkesahki-1 #isritf hmf s’
Ats vd chcm-s et kkx owoddnhgative cangequemeesdvderackriowledgesthgtche
"mc “gqd cdsdgl hmdec sn ehmc gnkhrshb "~ mc e’ hgqg

Jack Dorsey, current Twitter CE(2018)**

37 Nitasha Tiku and Casey NewtorTwitter CEO: 'We suck at dealingith abuse, The Verge, 04 February 2015, available at
https://www.theverge.com/2015/2/4/7982099/twitteceo-sentmemo-taking-personatresponsibility-for-the (last accessed 12 March 2018).
3 Vijaya Gadde Twitter executive: Here's how we're trying to stop abuse while preserving free speéidie Washington Post, 16 April 2015,
available athttps://www.washingtonpost.com/posteverything/wp/2015/04/16/twittekecutiveheres-how-were-trying-to-stop-abuse-while-
preserving-free-speech/?utm_term=.fd5df2981517(last accessed 12 March 2018).

®¥KenYeungl *bj Cngrdx nm Svhssdqg-r g q rrl dms,Venure8éat 26 July2@8, availdbleratr
https://venturebeat.com/2016/07/26/jackdorsey-on-twitters-harassmentproblem-abuse-is-not-part-of-civil-discourse/(last accessed 12
March 2018).

40 Jack Dorsey, Tweets13 October 2017, available ahttps:/twitter.com/jack/status/919028949434241024(last accessed 12 March
2018), p. 19.

4 Jack Dorsey, Tweet, available dittps://twitter.com/jack/status/969234278167949313last accessed 15 March 2018).
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SECTIONTRIGGERS OF VIOARN@BUSE
AGAINST WOMEN ONERWI

Violence and abuse against women on Twitter comes in many forms and targets women in different ways.
Women who experience multiple and intersecting forms of discrimination offline often find that violence and
abuse online also targets their different ideities. Nonbinary individuals can also face targeted and
misogynistic abuse online for not conforming to gender norms of male and female.

®Vvgdm H v r dkdbsdc hm 1/04 "mc dudm ctqghmf |
horrific levelsof abuse. And the question is: why might that be? Is everyone receiving the same leve
“atrd> Hr hs vnldm> Hr hs adb tré&vHII m>" A@LD

Tasmina AhmedSheikh, former UK Politiciaf®

TRIGGERS OF VIOANN@BUSE

Women are targetedvith violence and abuseon Twitter for a variety of different reasons. Sometiméss for
speaking out about certain (often feminist) issues and sometimes it is because they are public figures. A joint
statement by the UnitedNations Special Rapporteurs on Violence against Women and Freedom of Expression
highlighted how violence and abuse against women online caehill and disrupt the online participation of
women journalists, activists, human rights defenders, artists and other pubfigures and private persons**

When asked about what triggers abuse against her on Twitter, UK writer Danielle Dash expthif

®Sgd “"Intms ne “atrd nm Svhssdg cdodmcr nm vg s xnt
race, if you talk about race and politics, if you talk about race and politics and gender, if yottalk about rape
those are some oftiefidgh mf sghmfr sg° s vhkk “~ssqg bs sgd ~ssdn

UK journalist Nosheen Igbal emphasized how the abuse she receives on Twitter is often sparked by writing
strong opinion pieces. She also emphasized how the abuse can spioait of control if someone with a large
following is the original perpetrator of the abuse. She notés,

®Nm Svhssdg+ sgd fdmdg k “atrd H gdbdhud bnldr " es
nohmhnm vhkk f dsmostmemorabte isrwheth someonekhhsmadldge gpoliowing and all the
enkknvdqgr itlo hRrmat Xngnt kem-snthweddwoldbs @sshstcdr

Sometimes, perpetrators of abuse wileektrending hashtags to target Twittausers who identify with feminist
causes or concerns. For example, in October 2015, the popular feminist hashtags #TakeBackTheTech and

42 UK GovernmentEthnicity in the UK available athttps://www.ethnicityfacts-figures.service.gov.uk/ethnicityn-the-uk (last accessed 14
March 2018).

4 Amnesty International interview with Tasmina Ahme8@heikh, 11 July 2017.

4 UN Office of the High CommissionetJN experts urge States and companies taddress online gendetbased abuse but warn against

censorship 08 March 2017, available athttp://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?News|D=ZE31anglD=E(last

accessed 12 March 2018).

4 Amnesty International interview with Danielle Dash, 08 April 2017.

4 Amnesty International interview with Nosheen Igbal, 25 January 2018.
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#lmagineAFeministinternet were targeted by an organized Twitter attack with thousands of misogynistic tweets

and memes?#’ The attack was in response to a tweet chat organised by the Internet Governance Forum Best

Practice Forum on Countering Online Violence and Abuse meeting to discuss the impact of such violence and

abuse. The organizer of the tweet chat also received an et her personal inbox that stated the Twitter
ss bj “hldc sn ®cdrsgnx sgd b 1o hfm-

Women from marginalized communities can also be targeted for violence and abuse on Twitter because they
are viewed by some people to represent the opons of an entire community. UK journalist and campaigner
Shaista Aziz explaing?

®H " bst kkx cnm-s

s m
xnt adbnld sgd hmch

h d "gqd sg s | "mx uhrhako
hc )

g gd
u s s dudgxsghmf hr s  gqfds

j s
t "k

Women also experience violence and abuse online in response to opinions about a range of matters that are

mns mdbdrr ghkx qdk > sdc sn edl hmhrl ng fdmcdg dpt khsx-
described how she once tweeted about homuch she disliked an Amazon advertisement featuring British

broadcaster Jeremy Clarkson and was told to drink floor polish as a resporise.

Poor upset #PopFeminist a fucking ad triggers, but
women stoned to death doesn't...
Here's an idea, drink some floor polish.

sianushka

| hate the Jeremy Clarkson Amazon tv ad with an angry real
hate. It just feels like it sums up something awful about now, this
moment.

“« f X7 v ¥4

Example of abusivaweetsent to UK activist @sianushka

Women who are public figures are often particuldargets of violence and abuse online, including on Twitter.

A reporf? by the Association for Progressive Communicatiohsand Hivo$? found that prominent women
bloggers, journalists and leaders are regularly subjected to violence and abuse online, especially when it is
related to fields where men have been traditionally held as experts, such as gaming, politics and technology.

JOURMISTS

The public nature ofjournalism and the dependencyof journalistson social media platforms to report the
news or express opinions about current affairs makes female journalists prime targets for targeted violence
and abuse. In thewords of DunjaL h i ~ ,sfarnobeh @ganization for Security and Goperation in Europe
Representative on Freedom of the Media,

®EdI "kd intgm khrsr " mc aknffdgr sggntfgnts sgd fkn
violence and graphic imagey via hk+ bnl Il dmshmf rdbshnmr ~mc ~bqgnrr

47 APC WRP Take Action for #TakeBackTheTech and #ImagineAFeministinterndPC, October 2015, available at
https://www.apc.org/en/pubs/takeaction-takebackthetechand-imagineafeministin(last accessed 12 March 2018).

“ Amnesty Interndional interview with Shaista Aziz, 23 October 2017.

4 Amnesty International interview with Sian Norris, 13 April 2017.

% Jan Moolman, Global Information Society Watch 2013, APC and Hivos, available at
https://www.giswatch.org/sites/default/files/violence_gisw13.ftHst accessed 12 March 2018).

1 Association for Progressive Communications, Website, availablétips://www.apc.org(last aceessed 12 March 2018).
2 Hivos, Website, available dtttps://hivos.org(last accessed 12 March 2018).
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also targeted with online abuse, however, the severity, in terms of both sheer amount and content of abuse,
including sexist and misogynistic vitriol, is much more extrémle fbr famn ® g m™ k hr sr -

Many of the female journalists we spoke to emphasized how important Twitter, in particular, is to their work.

Journalists are often expected to be active on Twitter to push stories out to their readers and to attract new

audiences. Infact, journalists use Twitteto build their social capitalby breaking news in their communities

- which translates into more readers and which can attract more advertisers and result in economic gains.

Female freelance journalists we spoke ttressed hat they are reliant on Twitter for networking and securing

dl oknxl dms- Eng | "mx edl > kd intgm khrsr+ mns adhmf nm Sv

Due to the reliance on Twitter as a platform deeply connected to their profession, female journalists Heaad

to come to terms with the fact that what they post on social media platforms will often be met with violent and
abusive commentary. When asked about her experience of violence and abuse on Twitter, Scoftaalist
Vonny Moyes told us?

®S gd ylofthemmpbed receive is Twidised because | have a very active Twitter profile and following
o gs ne vghbg hr mdbdrr gx enq sgd ina H cn- Xnt b
adb trd hs-r vggdgd mdrwg rmegd ¥ renddjsrbrvigdlr eqgnl £

£EH ftdrr H vntkc r x H g ud bnld sn dwodbs dudgxsgh
g ud rnld sxod ne otrga bj- Hs-r adbnl dmyjpb he H g u
ats sn ad °~ vnl m nbbtoxhmf ro > bd nm sgd hmsdgmds -

In some instances, threats of violence and abuse against female journalists are so severe that-pigfile
female journalists take multiple precautionary measures in case the threats made agathsim online transpire
offline. For example, in September 2017, BBC Political Editor Laura Kuenssberg was assigned bodyguards
while covering a political party conferenc&. In January 2018, UK Channel 4 news presenter Cathy Newman
had to bring on specialis security experts to verify online threats made against her, including threats on
Twitter5?

POLITICIANS

Women in politics have also been particular targets of violence and abuse online. A stdyy the Inter

Parliamentary Union showed that social mediplatforms, including Twitter, have become the number one

place in which violence and abuse against women parliamentarians is perpetrated. By attempting to silence

and exclude the voices of women in politics, violence and abuse online are yet another khdimf d sn vnl dm-r
political engagement?® Violence and abuse against womeiMembers of Parliament (MPs) in the UK have

been of particular concern in recent years. For example, in January 2018, MP Anna Soubry submitted multiple

tweets to the police containingleath threats against hef® In September 2017, Amnesty International used

machine learning to measureand analyseonline abuse against women MPs active on Twitter in the UK

SCt mi ° L New Chatlandes$te Freedom dExpression: Countering Online Abuse of Female JournalisBSCE Representative on
Freedom of the Media, 2016, available dtttps://www.osce.org/fom/220411?download=trugast accessed 12 March 2018), p. 1.

% Alecia Swasy] studied how journalists usd Twitter for two years. Here's what | learnedPoynter, 22 March 2017, available at
https://www.poynter.org/news/studied-how-journalistsused-twitter-two-yearshereswhat-i-learned (last accessed 12 March 2018).

% Amnesty International interview with Vonny Moyes, 23 March 2017.

% peter WalkerBBC political editor given bodyguard for Labour conferencthe Guardian, 24 September 2017, availale at
https://www.theguardian.com/media/2017/sep/24/bbgolitical-editor-given-bodyguardfor-labour-conference (last accessed 12 March
2018).

57 Graham Ruddick,C4 calls in security experts after presenter suffers online abysee Guardian, 19 January 2018, available at
https://www.theguardian.com/society/2018/jan/19/channel-calls-in-security-expertsafter-cathy-newman-suffersonline-abuse (last
accessed 12 March 2018).

% Inter-Parliamentary Union,Sexism, harassment and violence against women pariientarians October 2016, available at
https://www.ipu.org/file/2425/download?token=0H5YdX\Bst accessed 12 March 2018).

% National Democratic Institute Stopping Violence AgainstVomen In Politics, Program Guidance2017, available at
https://www.ndi.org/sites/default/files/nethe-cost-program-guidancefinal.pdf (last accessed 12 March2018) p. 14.

% Agnes Chambre,Tory MP Anna Soubry reports Twitter threats to police after Telegraph 'mutineers' splablitic Home, 15 November
2017, available athttps://www.politicshome.com/news/uk/foreigaffairs/brexit/news/90651/torymp-anna-soubry-reports-twitter-threats
police-after (last accessed 12 March 2018).

#TOXICTWITTER
VIOLENCE AND ABABESA WOMEN ONLINE

Amnesty International 16


https://www.osce.org/fom/220411?download=true
https://www.poynter.org/news/i-studied-how-journalists-used-twitter-two-years-heres-what-i-learned
https://www.theguardian.com/media/2017/sep/24/bbc-political-editor-given-bodyguard-for-labour-conference
https://www.theguardian.com/society/2018/jan/19/channel-4-calls-in-security-experts-after-cathy-newman-suffers-online-abuse
https://www.ipu.org/file/2425/download?token=0H5YdXVB
https://www.ndi.org/sites/default/files/not-the-cost-program-guidance-final.pdf
https://www.politicshome.com/news/uk/foreign-affairs/brexit/news/90651/tory-mp-anna-soubry-reports-twitter-threats-police-after
https://www.politicshome.com/news/uk/foreign-affairs/brexit/news/90651/tory-mp-anna-soubry-reports-twitter-threats-police-after

between 1 January and 8 June 2017, with a particular focus on the six weeks leading to the UK General
Election®! The analysis reinforcedhe way in whichonline abuse targets different identities and found that
Diane Abbott, theShadow Home Secretary and first black female MP in the Ukalone - received almost half
(45.14%) of all abuse against women MPs active on Twitter in the UK during this periéid.

No. Of Abusive
Tweets ber of Abusive Tweet
Diane Abhott 8121 N
Conservative 378

Scottish National 2657
Party

Number of abusive Tweets received by Diane Abbott and two UK pollical parties.

Diane Abbott said5?

®H vdkbnld rbgtshmx+ ~ mc H vdk blinagso gbsitive abaditithesas + ~ mc
online platforms. But the problem is when people are not engaging in debate or scrutiny but just showering you
with abuger * x hmf sg s xnt "~ qgd mhff)g+ sg s xnt ~qgd °

vghbg g r mn onkhshb k bnmsdms "~ mc vghbg "~ bst kkx o

First Minister of Scotland, Nicola Sturgeon agrees. She told Amnesty Internatidiial,

®H s ghmj vd g ud sn ad ud dgtcismucho$sing thamigre andhbetcosingf d mt h me
tm bbdos akd “atrd- H sghmj eng onkhshbh mr sg s sg
and becomes threatening or just downright abusive, then | think politicians, just like aaybddhteise, ha

b kk sg° s nts "mc r X sg s-r mns bbdos akd£ Nmkhmd
majority of people who want to use those mediums in a really positive way.

@ mdr s x Hnssedeanch atsd found that violere and abuse against women cuts across all political
parties in the UK demonstrating that targeted violence and abuse against female politicians is-pdiisan
issue that does not pay heed to political boundaries.

@ NICOLA STURGEON, FIRST MINISTER OF SCAND

Sgdqd-r tmcntasdckx °~ fdmcdgdc dkdl dms sn Znm
fds “atrd “ants gnv sgdx knnj+ vg' s sgdx vd g
of it.. Women in politics, and | probably spdafor every woman in politics, will have seen commentary
rnbh> k I dch™ vghbg hr ne ° rdwt kkx uhnkdms m
onkhshbr+ itrs “r hs-r tm bbdos akd emHge-T wmm

% Azmina Dhrodia,Unsocial Media: TrackingTwitter Abuse against Women MRAmnesty International, Medium, 04 September 2017,
available athttps://medium.com/@AmnestyInsights/urecialmedia-tracking-twitter-abuse-againstwomen-mps-fc28aeca498a(last
accessed 12 March 2018).

%2 Amnesty International Press releas®iane Abbott talks about "sheer levels of hatred" she receives on|ifé September 2017, available
at https://www.amnesty.org.uk/presseleases/dianeabbott-talks-aboutsheerlevelshatred-she-receivesonline (last accessed 12 March
2018).

% Amnesty Irternational interview with Diane Abbott, 24 July 2017.

% Amnesty International interview with Nicola Sturgeon, 22 June 2017.
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women, of course. | think ethnic minority people in politics will suffer abuse that is of a different nature
vd-ud fns sn b kk sg°s nts- Hs-r mns “~bbdos a

The thing about people who hurl abuse on social media is that social mediah c m- s bqgd " s
sgdx-ud “ kv xr addm sgdqgd - Hs-r itrs sg° s rn
had before. We should be careful about not letting [online abuse] affect our behaviour, nor should we
shrug aur shoulders and ignore it, because that contributes to the sense that somehow [abuse
"bbdos akd+ vgdm hs-r dlog shb” kkx mns-

What makes me angry when | read abuse about me is that | worry that it puts the next generation of y
women off politics. 9, | feel a responsibility to challenge it, not so much on my own behalf, but on bel
ne xntmf vnldm nts sgdqd vgn ~gd knnjhmf ~s v
ad hm sg° s onrhshnm -

VNLDM-R Q$TBEGSR @BSHU

Threats,h ms hl hc> shnm "mc g q rrldms g ud addm o gs "~ mc o qgbd
up for human rights. The United Nations Declaration on Human Rights Defenders reaffirms rights that are
drrdmsh™k engqg v ntidluding therigitsgosfreedombos dxpressioa and opinioff. But as

activism has evolved to include social media platforms as a powerful place to organize and share information

about human rights abusests gqd " sr + hmshl hc shnm "~ mc g q havedlso ms ~f hmr s
moved to these same platforms. Multiple United Nations Resolutions have explicitly recognized the risk of
uhnkdmbd "mc “atrd "mc “~f > hmrs vnldm-r qghfgsr “bshuhrsr

Vnl dm-r qghfgsr ~bshuhrsr °~ gd s tegbecdusdaltiey stantuprtairjubticek | dc h ™ ok
US blogger and reproductive rights activist Pamela Merritt shared multiple examples of how her work as a

vnl dm-r qghfgsr ~ bshuhr s withthreatskod dolerse andyabuse an ddtimlfmedi|a™ g f ds d c
platforms, including Twitter®®

®Vgdm H chc °~ rdghdr ne aknf onrsr ~ants onkhbd j hk
-tfkx e s ak bj a)sbg "mc sg s H cdrdqud sn chd- nc
wmt-- He xnt vghsd “ants “angshnm nqg “ants rdwt  k u
ad g odc- ng -H vntkcm-s ad tords he rnldancx q odc
ne bnll dmsr gnarktcs egrby sggdyptrddg nts ne xnt- ~mc =Xl

O Ildk® Ldgghss-r dwodghdmbdr °~ gd fcosdudedbykeAssdaaton @ 1/ 02 f kr
for Progressive Communicatiori& on sexual rights and the internet showgkthat while 98% of sexual rights

activists see the internet as critical for their work, 51% of activists received violent and threatening messages

nmkhmd- @ 1/06 TJ rstcx bnmctbsdc ax sgd Tmhudgrhsx ne M
B dgf hmf engl ne Uhnk dm®fdunddiaf Thitter was tensbcihirmediarplatforn tuspdk r -

most commonly by respondents for feminist debate (80%). It also found that respondents experienced the

most abus€® on Twitter with some respondents reprting that abuse started when they began to use Twitter.

The study found that 88% of the respondents who use Twitter regularly for feminist debate had experienced

abuse on the platform.

% UN General AssemblyDeclaration on the Right and Responsibility of Individuals, Groups and Organs of Society to Promote andk&trot
Universally Recognized Human Rights and Fundamental Freedonpiesolution, 08 March 1999, A/RES/53/144 available at
https://documentsdds-ny.un.org/doc/UNDOC/GEN/N99/770/89/PDF/N9977089.pdf?OpenEleméfest accessed 13 March 2018).

% Amnesty International interview with Pamela Merritt, 07 July 2017.

57 Association for Progressive Communication§ake Back The Tech! Mapt. End it., available athttps://www.takebackthetech.net/mapit/
(last accessed 13 March 2018).

% Association for Progressive Communication#/ebsite, available ahttps://www.apc.org(last accessed 15 March 2018).

% Ruth Lewis, Michael Rowe and Clare Wipe@nline Abuse Of Feminists As An Emerging Form Of Violence Against Women Gitts,
British Journal of Criminology Advance Aess, 30 September 2016, available at
http://nrl.northumbria.ac.uk/27724/3/Br%20J%20Criminol2016-Lewisbjc-azw073.pdf (last accessed 13March 2018) p. 5.

®Thd r st cx cdr b dghbrassiment and sexunl iarassment, threats of physical and sexual violence, flaming and trolling, stalking,
electronic sabotage, impersonation and defamati®nand definitions, drawn from relevant contemporary researeh-  Hs$ates thart aking

“ants -fdmdq k- "mc rodbhehb '-sgd k' rs hmbhcdms- ( digpoodogiondteib dr b~ ost gdc ¢
nm dwodghdmbdr vghbg | hfgs rjdv sgd c s tabusecanbe experienced-ovenegtended h mbhcdmsr (
odghncr+ rn " m hmchuhct k -hmbhcdms- b m bnmrhrs ne °~ rhmfkd bnlltmhb shr
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UK reproductive rights activist Dawn Purvis told Amnesty:

®H facedindultiple layers of abuse on social media platforms, both on Twitter and on Facebook, both because
H-1 ° vnl > m "mc adb trd ne sgd rs mc H s jd nm bdgs
sn ad j hkkdc-cdHdugdt ad dnh kbk-diaikeshidH -uwddl aadidddnim bb “kikkddcc © krks b

It is important to stress that violence and abuse against women online is not only limited to women in the
public eye. Women without a large or significant public folldmg can also be targeted on Twitter. For example,
Rachel*, a 19-yearold woman in the UK with just over 350 followers on Twitter described an experience where
she posted a tweet about sexist behaviour towards her alongside a popular feminist hashtag. Sheiléd the
level ofabuse she received as a resufg

®Sgd g rgs f hr sgdqd sn ad °~ rtoongshud snnk ~mc s
sgd svdds adbnldr sgd I ngd " atrd sing- frdeg -A IHhIgl'x R vl
rgntkc g ud g odc xnt - -

THE INTERSECTIANAREOF VIOLENGBARSE AGAINSTNWOME
ONLINE

Women have the right to live free from discrimination, both online and offline. The right to Adiscrimination
is a core provision inall international human rights standards. The UN Committee on the Elimination of
Discrimination against Women state¥,

®Chrbghl hm>shnm “~f hmrs vnldm- rg kk | d m mx chr sh
has the effect or pasg of impairing or nullifying the recognition, enjoyment or exercise by women, irrespective

of their marital status, on a basis of equality of men and women, of human rights and fundamental freedoms in the
political, economic, social, cultural, cimixran s gdq ehdkc- "~

Additionally, UN General Assembly Resolution 68/181 affirms that violence and abuse against women on
social media platforms can be a form of systematic gender discrimination against women. It stdtes,

® £ h me n-te¢chnobdyalated viations, abuses, discrimination and violence against women, including
vnldm gtl " m ghfgsr cdedmcdgr £vhsg ° uhdv sn chrbqgd
against them, are a growing concern and can be a manifestation of sygtemic dendec hr bghl hm™ s hnn

However, any analysis of violence and abuse against women online should not sdielgeen througha gender

lens. Women who face discrimination because of their different identities offline often find that violence and

abuse aganr s s gdl vhkk s gqgfds sgnrd r I'd hcdmshshdr nm Svhss:
or sexual orientation, for example, can have just as much of an effect as gerdleif not more2 on how that

person is treated both in the physical and dital world. In the case of online violence and abuse, women of

colour, religious or ethnic minority women, lesbian, bisexual, transgender or intersex (LBTI) women, women

with disabilities, or nonbinary individuals who do not conform to traditional genderorms of male and female,

* Amnesty International interview with Dawn Purvis, 11 January 2018.

2 Amnesty International interview wh Rachel* (Pseudonym), 27 April 2017.

3 Josh Halliday,Jimmy Savile: timeline of his sexual abuse and its uncoverirtje Guardian, 26 June 2014, available at
https://www.theguardian.com/media/2014/jun/26/jimmgavile sexuatabuse-timeline (last accessed 13 March 2018).

4 UN Convention on the Elimination of All Forms of Discrimination against Wom@nticle 1, adopted on 18 December 1979, entry into
force 03 September 1981, available atttp://www.ohchr.org/Documents/Professionallnterest/cedaw.p@iist accessed 13 March 2018).
> UN General AssemblyPromotion of the Declaration on th&®ight and Responsibility of Individuals, Groups and Organs of Society to
Promote and Protect Universally Recognized Human Rights and Fundamental Freedoms: protecting women human rights defenders
Resolution, 30 January 2014, A/RES/68/181, available https://documentsdds-
ny.un.org/doc/UNDOC/GEN/N13/450/31/PDF/N1345031.pdf?OpenElemdfast accessed 13 March 2018) p. 3.
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will often experience abuse that targets them in unique or compounded way. US Professor Kimberlé Cranshaw,
vgn bnhmdc sgd s @explansslhmsdgrdbshnm’ khsx-

®Hmsdqgrdbshnm khsx hr ° kdmesasdgadlides, fwigere vt mtertogks ancht b ™ m
hmsdgrdbsr- Hs-r mns rhlokx sg°s sgdgd-r °~ q bd oqgn
there. Many times that framework erases what happens to people who are subject ta all of these thing

International human rights standards explicitly recognize the negative impact of intersecting forms of
discrimination onthe ability ofwomen and girls to exercise their human right§. Aimost every single woman
interviewed for this study who has expemced multiple or intersecting forms of discrimination offline stressed
to Amnesty Internationathat the violence and abuse they experience on Twitter reflect these same forms of
discrimination.

US journalist Imani Gandy explains her experience as a wamof colour on Twitter;?

® get harassment as a woman and | get the extra harassment because of race and being a black woman. They will
b kk vghsd vnldm °~ =b)ms- "mc sgdx-kk b kk I d °~ -=m)
use it against you. Whatever slur they can come up with for a margiaaliged group r d -

HI "mh-r dwodghdmbd v r dbgndc ax | Cofiksimphsstpedi’r - TJ i ntgm’ k
-H-ud mdudg g ¢ =~ athrsd- rs mkkklviardb > gr d H+nhl ch wvhisgml x q°

Scottish Parliamentarian and Leader of the Opposition Ruth Davidson told Amnesty Internatighat the
abuse she faces is both misogynistic and homophobic. She s&,

®- - Adb " t r dzxlkaslthe first apenly gay feader of a major political partyamdheakii€ularly

when | started, there was a lot of homophobic abuse. | have a lot of young gay followers on my Twitter, and for me
hs-r hloggs mssfnDbdgk smnv "~ mc ~f hm+ dudgx | nmsg n
gnl nognahb “atrd adb trd H sghmj hs-r hkywmgs ms sg
cnm-s g ud sn s jd hs-"—

US writer and presenter Sally hn, an openly lesbian woman, has had similar experiences on Twitter. She
explained how her gender and sexual orientation both play a part in the abuse she receives. During the
interview with Amnestynternationalshe read out realtime comments she was reeiving in response to a tweet
she had posted a day earlier. The Twitter responses she received had nothing to do with the subject matter

andincluded®?-@gqd xnt anx nff gd f>hmgtk >i-t r sncqd'@qkdx xntl °~ m> -

s The concept of intersectionalityvas first coined by US legal academic Kimberlé Crenshaw in 1989 when she argued that the experiences

of AfricanrAmerican women in the US were excluded from both feminist and asrticist discourses. She argued that AfricaAmerican

women suffer different érms of discrimination than AfricarAmerican men or white women. Understanding the experiences of African

American women requires analysing discrimination on the basis of both gender and race and how they interact, otherwiseracist

analysis alone mayisk narrowly focusing on (or prioritizing) the experiences of Afric&merican men, and gender analysis alone may risk

prioritizing the experiences of white womer@r sgd bnmbdos g ' r cdudknodc+ hmsdqrdbstgiem> khsx ~ooqgn’
made up of multiple componentsth mbkt chmf a > rdc nm nmd-r rdw+ gq bd+ m shnm khsx+ rdwt >k nt
spoken, caste, class, disability, age, marital status, place of birth, and place of residence. People manptiéie (or be identified) more

strongly with some of these factors more than others, and this may change over time.

7 Kimberlé Crenshaw interview with the African American Policy Forukimberlé Crenshaw on Intersectionality, More than Two Decades

Later, 08 June 2017, available atttp://www.law.columbia.edu/news/2017/06/kimberlerenshawintersectionality(last accessed 13 March

2018).

8 UN Human Rights Councilmpact of multiple and intersecting forms of discrimination and violence in the context of racism, racial

discrimination, xenophobia and related intolerance on the full enjoyment of all human rights by women and gils April 2017,

A/HRC/35/10, available ahttps://documentsdds-ny.un.org/doc/UNDOC/GEN/G17/097/49/PDF/G1709749.pdf?OpenEleméast

accessed 13March 2018).

 Amnesty International interviewvith Imani Gandy, 15 August 2017.

8 Amnesty International interview with Charlie Brinkhuruff, 21 April 2017.

8 Amnesty International interview with Ruth Davidson, 21 June 2017.

8 Amnesty International interview ith Sally Kohn, 15 November 2017.
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Former UK Politician Tasmina Amed-Sheikh also explained to Amnestynternational how the abuse she
receives on Twitter targets every aspect of her identity. She explairiéd,

®H | eqnl " Rbnsshrg @r tnlm nb-nIRnt nhhss-xr- dHu d' gl x s g hinifr-k h
effect, so people will pile on the abuse for a variety of different reasons. Some of them because you are all of these
things, and some because you are one of these things, or two of these things, which makes it so much more difficult
to deal with, becdus x nt i trs vnmcdq vgdqgqd c¢cn H rs > gs vhsg sghr

Irish Politician from Belfast Michaela Boyle told Amnestyternational that the abuse she has received on
social media platforms not only focuses on her appearance but also targets the fact that she hassaluility.
She told us®

®H g ud °~ ogxrhb >k chr ahKhsnxt s " monvs H g gntrkcnesfdns &ad
@mc sg s sn | d hr cdgnf sngx- Xnt jmnv+ H cnm-s b’
im I x nvm rjhm vhsg hs- "

Because intersectional discrimination is rooted in power and patriarchal structures, individuals who refuse to

bnmengql sn fdmcdq ahm ghdr ne | "kd "mc edl kd ~gd "~ krn
presening. Travis Alabanza, a trans, femme, nehinary UK actor and poet explaing’

®H- | l ngd hmsdgdrsdc hm gnv vd "~ gd "~ kk dwodghdmbhmf
tr- Mns adb trd ne gnv emtingmisdgyny tndexthegpatfarcrydb "t rd vd- q

It is imperative that social media platforms like Twitter recognize the underlying factors that trigger online
violence and abuse against people to ensure that their response both reflects and addresses these diftere
experiences. Any approach to combatting violence and abuse on the platform that is not intersectional will
only continue to further silence women from marginalized communities.

8 Amnesty International interview with Tasmina Ahmesiheikh, 11 July 2017.
8 Amnesty International interview with Michaela Boyle, 10 January 2018.
% Amnesty International interview with Travis Alabanza, 24 January 2018.
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SECTIONSNL DM- R DOFRIOLENCEMBID R
ABUSE ON TWITTER

Violence and abuse against women on Twitter has become far too common an experience. Although people

of all genders can experience violence and abuse online, the abuse experienced by women is often sexist or

misogynistic in nature, and aline threats of violence against women are often sexualized and include specific
gdedgdmbdr sn vnldm-r anchdr- Sgd ° hl ne uhnkdmbd ~ mc °
women with the goal of shaming, intimidating, degrading, belittlingr silencing women. The women

interviewed by Amnesty International have experienced a wide spectrum of violence and abuse on Twitter

which havenegativelyimpacted on their human rights.

A

®@atrd nm Svhssdq b m hmbkt cd b*ttmduy, ci). lincam ke Imore
targeted harassment or can be more direct threatswhich in the past | have had directed at my daughte

H-ud g c¢c Ix “ccqgdrr+ I x s w hmengl "shnm+ “r v

N

Jessica Valenti, USournalist andwriters®

WHAT IS VIOLENGEBAISE AGAINST VIODIUEBNE?

According to the UN Committee on the Elimination of Discrimination against Women, discrimination against

women includes gendera * r d ¢ u h n k dviblbndetwhishds disectdd agains®a womahecause she is

vnl "m ngq sg°'s "~ eedbsr vnldm chrognongshnm®§ghek x+ ~ mc+
Committee also states that genddsased violence against women includes (but is not limited to) physical,

sexual, psychological or economic harm or suffering to women as well as threats of such &&ts.

International human rights standards emphasizeths s gd bnmbdos ne -uhnkdmbd ~f  hmr
gendera " rdc uhnkdmbd- Sgd ‘@Mrdcduhsgdmbdqgl f ~=hdmsdgnl dm- sn
the gendered causes and impacts of such violenc®.The term genderbased violence further stragthens the

understanding of such violence as a societalnot individual - problem requiring comprehensive responses.

Moreover, the UN Committee on the Elimination of Discrimination against Wonsatess g s -~ vnl " m-r qghf g
to a live free from gendebased violence is indivisible from, and interdependent on, other human rights,

including the rights to freedom of expression, participation, assembly and associatfén.

% Amnesty International interview with Jsica Valenti, 15 May 2017.

8 UN Women, General recommendations made by the Committee on the Elimination of Discrimination against Won@emeral
Recommendation No. 19, 1¥ session, 1992, available ahttp://www.un.org/womenwatch/daw/cedaw/recommendations/recomm.htfiast
accessed 13 March 2018) para. 6.

8 Committee on the Elimination of Discrimination against WomeBgeneral recommendation No. 35 on gendebbased violence agaist
women, updating general recommendation No. 126 July 2017, CEDAW/C.GC.35, available at
http://tbinternet.ohchr.org/_layouts/treatybogexternal/Download.aspx?symbolno=CEDAW/C/GC/35&L angfast accessed 13 March
2018) para. 14.

8 Committee on the Elimination of Discrimination against Wome®general recommendation No. 35 on gendebbased violence against
women, updating generatecommendation No. 19 26 July 2017, CEDAW/C.GC.35, available at
http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?syimo=CEDAW/C/GC/35&Lang=gfast accessed 13 March
2018).

% Committee on the Elimination of Discrimination against Wome&eneral recommendation No. 35 on gendebased violence against
women, updating general recommendation No. 126 July 2017, CEDAW/C.G@5, available at
http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?symbolno=CEDAW/C/GC/35&L ar{rstraccessed 13 Mach
2018).
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Violence and abuse against women on social media, including Twitter, includes a varietgxgeriences such
r chgdbs ng hmchgdbs sggd sr ne ogxrhb> k ng rdwt  k uhnk
identity (e.g., racism, transphobia, etc.,), targeted harassment, privacy violations such as doxing.e.
uploading private ieentifying information publically with the aim to cause alarm or distress, and the sharing of
sexual or intimate images of a woman without her consefitSometimes one or more forms of such violence
and abuse will be used together as part of a coordinatedtatk against an individual which is often referred to
r "nnmehkdHmchuhct kr vgn dmf fd hm °~ o ssdgm ne s qfdsdc
-sqhkkr- -

It is important to note that violence and abuse online can take place in manyfdilent contexts. In November

2017, Amnesty International commissioned an online poll witpdosMORI™ ant s vnl dm-r dwodqghdmb
abuse and harassment on social media platforms across eight countries including the USA and ®Khe

findings showed that nedy a quarter (23%) of the women surveyed across the eight countries said they had

experienced online abuse or harassment at least once, including 21% of women polled in the UK and 1/3

(33%) of women polled in the US. In both countries, 59% of women who egpenced abuse or harassment

said the perpetrators were complete strangefé.

@ksgntfg Inrs ne sgd vnldm hmsdquhdvdc enqg @ mdr sx Hmsdo
tweets from strangers or people unknown to thenenline violence and abise can also beused asa tactic by

current or former intimate/domestic partners of women to control t women and instil fear. A suf?egonducted

by the US organization National Network to End Domestic Violefite n t mc 97spgrcest of-domestic

violence pograms reported that abusers use technology to stalk, harass, and control victimsalso found

that 86 percent of domestic violence programs reported that victims are harassed through social médiim

the UK, research on domestic online abuséby dome shb uhnkdmbd nqf®fouhdythas hnm Vnl dm
85% of respondents said the abuse they received online from a partner orpartner was part of a pattern of

abuse they also experienced offline. Additionally, 50% of respondents stated that the online séuhey

experienced also involved direct threats to them or someone they kn&%Of the women polled by Amnesty

International who experienced abuse or harassment on social media platforms, 18% of women in the UK and

23% of women in the US saidhat the perpetrators of the abuse were currentroformer partnersot

THE MANY FORMSOIHNZE AND ABUSE

@ mdr s x Hmondire pollfsumchtimat wiomen have experienced a variety of abuse and harassment on
social media platforms, including Twittet?? Of the women polled who had experienced abuse or harassment
on social media platforms 29% of women in the USA said they had experienced threats of physical or sexual
violence, with 27% experiencing such threats in the UK. Around half of women polled wéxperienced abuse

% Shiromi Pinto,What is online violence and abuse against women®mnesty International, 20 November 2017, available at
https://www.amnesty.org/en/latest/campaigns/2017/11/whdd-online-violence-and-abuse-againstwomen/ (last accessed 13 March 2018).
92 Shiromi Pinto,What is online violence and abuse against women®mnesty International, 20 November 2017, available at
https://www.amnesty.org/en/latest/campaigns/2017/11/whé-online-violenceand-abuse-againstwomen/ (last accessed 13 March 2018).
% Azmina Dhroda, Unsocial Media: The Real Toll of Online Abuse against Wome¥mnesty International, Medium, 20 November 2017,
available athttps://medium.com/amnestyinsights/unsociaimedia-the-reattoll-of-online-abuse-againstwomen37134ddab3f4 (last
accessed 1 March 2018).

% Amnesty International Amnesty reveals alarming impact of online abuse against womet® November 2017, available at
https://www.amnesty.org/en/latest/news/2017/11/amnestgvealsalarming-impact-of-online-abuse-againstwomen/ (last accessed 12
March 2018).

% National Network to End Domestic Violenc&ecognizing and Combating Technologfyacilitated Abuse 13 October 2016, available at
https://nnedv.org/latest upda/combatingtechnologyfacilitated-abuse/ (last accessed 13 March 2018).

% National Network to End Domestic Violence, website, availablehdtips://nnedv.org(last accessed 13 March 2018).

9" National Network to End DomestiViolence,Recognizing and Combating Technologfyacilitated Abuse 13 October 2016, available at
https://nnedv.org/latest update/combatingechnologyfacilitated-abuse (last accessed 13 March 2018).

%Vnl dm- Onlinelard digital abuseundated, available ahttps://www.womensaid.org.uk/informatiosupport/whatis-domestic
abuse/onlinesafety(last accessed 13 March 2018).

®Vnl dm-r ° hc+ v dRtpshswivavomensaichokg.ulddstdiccéssed 13 March 2018).

0V nl dm- Onlinetard digital abuseundated, avaiable athttps://www.womensaid.org.uk/informatiosupport/whatis-domestic
abuse/onlinesafety(last accessed 13 March 2018).

1 Azmina Dhrodia,Unsocial Media: The Real Toll of Online Abuse against WomeAmnesty International, Medium, 20 November 2017,
available athttps://medium.com’amnestyinsights/unsociaimedia-the-reattoll-of-online-abuse-againstwomen37134ddab3f4 (last
accessed 13 March 2018).

192 Azmina Dhrodia,Unsocial Media: The Real Toll of Online Abuse against Wome¥mnesty International, Medium, 20 November 2017,
availabe at https://medium.com/amnestyinsights/unsociaimedia-the-reattoll-of-online-abuse-againstwomen37134ddab3f4 (last
accessed 13March 2018).
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or harassment said that the abuse included sexist or misogynistic comments (53% in the USA and 47% in the
UK).

‘Threats (direct of indirect) of
physical or sexual violence against
you

s Isogynist comments Sexist or misogynist comments
directed at you directed at you

Generally abusive language or iy Generally abusive language or
comments directed at you comments directed at you

The posting of intimate images of o The pasting of intimate images of
you online without your consent you online without your consent

The posting of your personal detalls The posting of your perst
online with the aim to cause you 20% online with the aim t
alarm or stress

Qdrtksr ne @ mdr sx Hms dgUusosdbuseandkharassneent ledainsevepmen orsimgd TJ ° mc

THREATS OFEWOE

Threats of violence against women online includes both direct and indirect threats that can be physical or

sexual in nature. Several women who spoke to Amnesty International about their experience of violence and

abuse online reported receiving threar ne uhnkdmbd nm Svhssdqg- Enqg dw' |l okd+
writer Laura Bates has experienced multiple forms of sexually violent threats against her on Twitter. She told

Amnesty 103

®Nmkhmd "~ atrd adf HEenaaySexismjestighefore ithad becorgespdriculaslyg d

highprofile or | received many entries. Even at that stage, it was attracting around 200 abusive messages on the
site per day. The abuse then diversified into other forums, such as Facebook and Tii#ee wkssages.

rohjd he H-ud addm hm sgd | dch” £ Xnt bntkc ad r hsst
rtccdmkx rnldnmd hr “~akd sn rdmc xnt °~ fqgq oghb g od

- om L -

@EverydaySexism Laura bates will be raped tomorrow at 9pm... i am u @EverydaySexism LAURA BATES .| am seriously going to RAPE
serious and KILL you TODAY at 8pm near your house..... Are you ready to
Expand get FUCKED???

' Anyone involved in a feminist movement today needs to have a penis
put in their mouth and shoved up their ass

Expand

Laura Bates is a cunt

Expand
-
xpar

-

Examples of abusiveweets mentioning@EverydaySexismirected to Founder of Everyday Sexism Project
Laura Bates.

UK political comedian Kate Smurthwaite told Amnestpternational about a pileon of violence and abuse
against heron Twitterfollowing a media appearance on aetevision debate programme. She told U§>

®- - @sdg sgd cda sd gd bnmshmtdc sn ad gqgtcd "~ ants |
48 hours, | received 165 pages of Twitter abuse. Suddenly it went insane. In thatothéve deathfour
sggd sr+ g od sgqd sr+ “mc sghmfr khjd sg s-"—

193 Amnesty International interview with Laura Bates, 25 January 2017.
1% The Everyday Sexism Project, website, availabletutp://everydaysexism.conflast accessed 13 March 2018).
1% Amnesty Internation&interview with Kate Smurthwaite, 24 March 2017.

#TOXICTWITTER
VIOLENCE AND AGABESA WOMEN ONLINE

Amnesty International 24


http://everydaysexism.com/

UK poet and actor Travis Alabanza told Amnestynternational that much of the violence and abuse they
experienced on Twitter was from people telling them to die. Travis explairé€g,

®@ kwsSrnechd-- Hs v r ° |l hw+ °~ kns ne -H vhrg xnt ¢
xntgq nvm bnt msqgx- - @mc -Chd-- -Chd-- -Chd-- =-Chd- -

Fhx

a"_\%{‘[

Reg ) to @travisalabanza

Kill. Yourself

27/12/2017, 5:23 am

Q 0 Q &

Example of abusivaweetmentioning UK poet and actor @travisalabanza

UK writer Danielle Dash summed up her experience of violent threats on Twitter. She s4id,

®Sgd uhnkdmbd hr s s gtforeRamplehddr b §dmm mg ned dxmtgx sgymtmf a
You have the misogyny, and you have the dagignhave the sexual violence all mixed up into one delicious
stew of cesspit shit

UK journalist Allison Morris told Amnestinternationalabout threats she has received against herself as well
as her family. She stated®

®Rnl d ne sgéadsghmfts sgn Svhssdg ~ants I d g ud g c o0«

odnokd r x sg s sgdx-kk ad ntsrhcd I x vngj+ H-ud g°
"qgd bkd gkx udhkdc sggd sr ~f hmrs | x e | hkx-"—
Threatsne uhnkdmbd "mc¢c “atrd nmkhmd b " m “krn g ud ° ognentm

AmnestyInternationat r nmkhmd onkk entmc sg s ne sgd vnldm vgn dwo
42% in the USA and 36% in the UK said it made them fedhat their physical safety was threatened. 1 in 5 of

vnldm hm sgd TJ "1/$( "mc nudg O hm 3 '"15%$( hm sgd TR@ r
experiencing abuse or harassment on social media platforms.

US reproductive rights activisPamela Merritt echoed these findings. She sai@?

~

®@esdq ehud xd gr ne nmkhmd g q rrldms bntokdc vhscg
sg s H-1 o0oqgdo gqdc sn chd enq sgd ,itonlyjakesonepersonSg s | h
vgn gd kkx v msr sn jhkk xnt-"—

US journalist and writer Jessica Valenti told Amnestypternational about how difficult it is to assess the
seriousness of threats made against her online. She explaingfl,

®Vgdm x nt yadecipher wigatlis akrealkhneatdnd what is not. Should I cross to the other side of the
rsgdds+ ng rgntkc H sdkk sghr odgrnm sn e)bj nee> X

1% Amnesty International interview with Travis Alabanza, 24 January 2018.
7 Amnesty International interview with Danielle Dash, 08 April 2017.
18 Amnesty International interview with Allison Morris, 1@anuary 2018.
19 Amnesty International interview with Pamela Merritt, 07 July 2017.
10 Amnesty International interview with Jessica Valenti, 15 May 2017.
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nmkhmd adb’™trd xnt persoms. Is thig parson a rea tthrqad or is this pergam a B2ge€ars
nkc> Xnt g ud mn bktd-"—

Women who have experienced threats of violence on social media platforms, including Twitter, also told

Amnesty International about the precautionary measures thehpave taken to protect their famiés from this

“atrd- Nmd vnl "m snkc @ mdrsx sg°'s rgd bg mfdc gdg bghkec
identified as someone related to her and targeted with abuse. Another woman told Amndatgrnationalthat

she turned down media appearances once her pregnancy became visible because she was terrified of any

abuse or violence online targeting the baby. Her particular fear of such violence and abuse was triggered by

previous threats of sexual violence towds her sisteron Twitter.

SEXIST AND MISOBYNBUSE

Although different levels of abuse on Twitter will require different responses from the platfosmag Section 7:
Rnktshnmr (+ @ mdrsx Hmsdgm shnm k-r qgqdrd gbg g r entmc ¢
g gqletk hlo bs nm vnl dm-r ghfgsr nmk hmd - Rdwhrs “mc | hr
highlighted by almost every woman interviewed by Arasty International. Such abuse includes offensive,

insulting or abusive language or images directed at women on the basis of their gender and is intended to

shame, intimidate or degrade women. Sexist or misogynistic abuse often includes references to tiegand

harmful stereotypes against women and can include gendered profanity.

Politician and Former Leader of the Labour Party in Scotland Kezia Dugdale told Amnesty International about
the underlying misogyny in tweets she has receivét},

®Hs - rlytoeccasdthahl gat more sexist commentary on Twitter and online than men. In Scotland the phrase
vntkc ad -C es vdd k rrhd bnl okdw-r-gdHsr Isdnnmrx nrtgmf +c
edl " kd sn qd’ kkx onmloodt.gSo peopteonill qugstian yourgndeHigencd hy hefarfing to
xntq fdmgdha- a%g sgrd | nrs bnllnm sgdl d-"—

UK activist Alex Runswick also spoke about the variety of misogynistic abuse she has experienced on Twitter.
She recounted a particulawave of abuse she received after she posted a photo of a letter that had assumed
she was a man. She said!?

®Adb trd | x m | df chmc dakddon-+ HH snrersjd m fodgsndrhrne sgd kds:
adb trd H-1ns CHgdchbsggschudr I ml "kd - "mc trdc sgd Du
Il d+ " m dmnglntr “ I ntms ne “atrd enqg rnldsghmf H ch
straightforwardatin | dm r st ee ~gnt mkhskht-#gAakktmrgnakdccatdmhm
l'd ° bto ne sd° knud-£ats sgdm hs pthbjkx | nudc hms
"mc vgdsgdq sgdx -vntkc ng vntkcm-s- -

Women also told Amnestynternationalthat they oftenreceive a spike in violence or abuse online following a
television or media appearance. For example, UK science broadcaster, writer and educator Dr Emily Grossman
told AmnestyInternationalabout a barrage of abuse she experienced on Twitter following appearance in a

TV debate. She explained to Amnestyternationalhow she categorized the scale of abuse she receivéd,

®Sgdgd vdgd odgrnm k “ss > bjr nm | d "mc | xx ood’ g mt
no rape threats or deathats#® but certainly people talking about their cock and slapping it around my face,

vg s sgdx v msdc sn =-cn- sn | d+ sd ghmf I d °~ mdv "¢
and my career undermining me as a scientist. There wakysawfalrariemitism saying that Hitler was
ghfgsf@mc sgdgd v r °~ b sdfngx ne I drr > fdt sg s rdd

1 Amnesty International interview with Kezia Dugdale, 22 June 2017.
12 Amnesty International interview ith Alex Runswick, A27 April 2017.
13 Amnesty International interview with Emily Grossman, 18 July 2017.
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r xhmf sg°' s vnldm vdgdm-s bkdudg dmntkKidg ke >ardt rihmd-
rs mc sgd gd° s fds a  bj hm sgd jhsbgdm+ nqg he vnl dn
comments saying | must be a feminist and be crazy and asking why | hate men or suggesting that maybe my uncle
g - odc | d£f

OTHER FORMS OFNBASED ABUSE

Rnl dshldr+ nmkhmd “~atrd enbtrdr rnkdkx nm "m “rodbs ne
international human rights legal frameworks, the right to nediscrimination covers multiple protected
characterr shbr ne °~ odqgqrnm-r hcdmshsx hmbktchmf rs > mc qgcr sn

racial and religious discrimination and discrimination based on sexual orientation or gender idenfity.

A 2017 report'® by LGBT organizatiorstonewalt*® commissioned by YouGov surveyed more than 5000 LGBT
people across England, Scotland and Wales found that 10% of LGBT people experienced homophobic,
biphobic and transphobic abuse or behaviour online in the last month. This number increased to one in four
trans people (26 %) who experienced transphobic abuse or behaviour online in the last month. Moreover, the
study*'” found that 23% of LGBT young people aged 18 to 24 were personally targeted online in the last
month, with this number rising to 34% of trans gung people. The study also found that 20% of Black, Asian,
Minority, Ethnic (BAME) LGBT people experienced abuse online in the last month compared to 9% of white
LGBT people. Norbinary LGBT people were found to be significantly more likely than LGBT rmeamd women

to experience personal online abuse with 26% experiencing such abuse.

@ RUTH DAVIDSON, PARLIAMENTARIAN AND LEADER OF THE OPPOSITION

There is an issue, | think, in online debate and discussion where it does go from criticism of a polic
straight outright abuse; being dismissive of somebody because of their appearance, because of
rdwt " khsx ng adb trd ne sgdhqg fdmcdqgq- @kk sgd
hadtsg s-r bkd gkx bgatrdodmkkhmdx hthsmc\ adbtr dsh
kns ne gnlnognahb “atrd- H g ud °~ kns ne xntnm
addm pthsd hlongs ms sn b kk sg s nt s-n domedof tke
gnlnognahb “atrd adb trd H sghmj hs-r hlongs"’
txnt c¢cnm-s g ud sn s jd hs-

The sheer volume [of the abuse] can sometimes make you feel a bit hunted online. At that point you
stop reading the mentions and just use it as a transmit function, rather than a transmit and receive funct

G ud H ansgdgdc sn gqgdongs> H sghmj hm sgd adf
vghbg | “xad hr m- s setlgthnk that if we dd wantlplatfordhs te act in a more robt
Il "mmdg sgdm vd-ud fns sn jddo to sgd kdudk ne
arena less warm, less engaging and less open for peoglé mc sg s-r ftdrpgstd a
tool.

ltrs adb trd xnt-gd r > xhmf rnldsghmf nm ° | dx
matter. There needs to be an understanding of the seriousness of what thistisather than the kind o
eqhunknt rx -Nghsglix mmkSvhssdg+ rn hs c¢cndr m-s

114 See for exampleUniversal Declaration of Human RightslO December 1948, available at
http://www.un.org/en/udhrbook/pdf/udhr_booklet_en_web.pdfast accessed 14 March 2018), Article 2 |nternational Covenant on Civil
and Political Rights adopted 16 December 1966, entry into force 23 March 1976, available at
https://treaties.un.org/doc/publication/unts/volume%20999/volumB99-i-14668-english.pdf (last accessed 14 March 2018) Article 26 ;
International Convention on the Elimation of All Forms of Racial Discriminatigradopted 21 December 1965, entry into force 04 January
1969, available athttp://www.ohchr.org/EN/Professionallnterest/Pages/CERD.a¢last accessed 14 March 2018) Article 1(1).

115 Stonewall AND YouGou,GBT IN BRIITAIN: Hate Crime and Discriminatiqr2017, available at
http://www.stonewall.orqik/sites/default/files/Igbt_in_britain_hate crime.pdfast accessed 15 March 2018).

16 Stonewall, Website, available dtttp://www.stonewall.org.uKlast accessed 15 March 2018).

117 Stonewall AND YouGow,GBT INBRIITAIN: Hate Crime and Discrimination2017, available at
http://www.stonewall.org.uk/sites/default/files/Igbt_in_britain_hate crime.ftist accessed 15 Mach 2018).
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Additionally, a USstudy**® by the Pew Research Centre on online harassment found that 59% of black internet
users said they had experienced online harassment compared with 41% of white internet users and 48% of
Hispanic internet users. 38% of black internet users also said they haseen called offensive names. US
activist Shireen Mitchell described to Amnesty International how abuse against black people on Twitter often

gdedgdmbdr ~ mhl

“koom

l dr - Rgd

cdrbghadec

gnv ak’  bj

as aform of racial abuse online. Similarly, UK Politician and activist Seyi Akiwowo told Amnesty International

sg's sgd “atrd rgd
-m)ffdgqgdrr -+
-chd né&° "m RSH- -

Danielle DASH
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Examples of abusivetweets mentioning UK Politician and activis@syiakiwvowo and@DanielleDASH.

US-born and UK-based journalist Hadley Freeman, told Amnestinternational that most of the abuse she
experiences on Twitter is actually anemitic - but that she receives misogynistic abuse on the platform as

well.120

In addition, Jaclyn Friedman, a US writer and activist of Jewish descent, spoke to Amnesty

International about a tide of antiSemitic abuse she experienced on Twitter in November 2016. She safd,

®H f ns
bg | adqr

mtl dgntr
ne sgd G

sgqd” s

nknb > trs-"

Rani Baker, a US writer and illustrator, told us about the abuse she experiences on Twitter as a trans woman

on the platform. She said??

odnokd

\

rnbh’
od -

#3mg Svhssdgqg ggd sgdimh mfr dicd sw

®@eople have made so many dehumanizing and humiliating assumptions about, references to, andsdegidptions of, my body,

gdrtksr +
sgd I nrs

rdwt "k nqgh
cdf q c¢chmf

dms >  shnm ° mc
cdrbghoshnmr

ognbkhuhs hthontoséed md q " k
ne | xrdke “~mc | X

It is important to note that identitybased abuse can be used to target women from marginalized groups in
different ways. A US sex worker and advocate who wished to remain anonymous, told Amnesty International

that abuse on Twitter targeting sex workereos d m h mb kt cdr

humiliating them. She explaing

cdkhadqg sdkx adhmf

18 Maeve Duggan,1 in 4 black Americans have faced online harassment because of their race or ethnicPew Research Center , 25 July
2017, available athttp://www.pewresearch.org/faetank/2017/07/25/1-in-4-black-americanshave-faced-online-harassmentbecause-of-

their-race-or-ethnicity/ (last accessed 13 March 2018).
19 Amnesty International interview with Seyi Akiwowo,

30 March 2017.

120 Amnesty International interview with Hadley Freeman, 29 January 2018.
21 Amnesty International interview with Jaclyn Friedmadd July 2017.

22 Amnesty International interview with Rani Baker, 15 May 2017.

23 Amnesty International interview witlsex worker advocate, anonymous, 26 September 2017.
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http://www.pewresearch.org/fact-tank/2017/07/25/1-in-4-black-americans-have-faced-online-harassment-because-of-their-race-or-ethnicity/
http://www.pewresearch.org/fact-tank/2017/07/25/1-in-4-black-americans-have-faced-online-harassment-because-of-their-race-or-ethnicity/

®vVgdm c¢cd khmf vhsg ° bghl hm> khydc “mc rshfl > shydc
onot k™ shnm: s gdqgd h ritter bking ‘ax apen ‘spaqe tis ch iprekitem fior targetecbabusal g £ S v
"f hmrs rdw vngjdg “cunb> sdr- Enq | d sgd ed g ne ac
hr rnl dsghmf H-ud rddm nudqgq =~ mc nudig odted ndnhm nm Sv b
bnmrdmrt kkx£Hs-r qd kkx g gc sn c¢cn ~cunb bx vgdm x
DOXING

@atrd “f hmrs vnldm nm Svhssdg b m “krn hmbktcd -cnwhmf -
revealing personal or identifying documents or details about someone online withthgir consent. This can

include personal information suchasapernm-r gnl d “~ccqgdrr+ gd k m Il d+ bghkcqgdr
"mc dl "hk “ccqdrr- Cnwhmf hr ° uhnk shnm ne ° odqgqrnm-r o
b trd "~k ql - Hm sgd TR@+ @ mdr sx Hma® @avw) svbmemwhe - r  n mk h md

experienced abuse or harassment on social media platforms had been doxed.

Former UK Politician Tasmina Ahmed Sheikh told Amnests,

®Rnl dancx sgntfgs hs v r ° gd  kkx fnnc tIpdice sn svdd
then had to patrol my house. It was at a point where my husband and | were out and my kids were at home on their
nvm rn hs v r gd kkx vnggxhmf-"—

US writer and activist Jaclyn Friedman told Amnesty International about the security measures she tuefkre
she published a report?> about abuse on Twitter out of fear of being doxéed®

®Adengd vd k  t mBpgodtea newtsecuriy syistens ah gny lipdse. We fived in a really safe
mdhf gantggnnc ~ mc H-=butldidnisd v " smgsn tsfng § n° asamt sa dics ~asd emhdg o
cnw |Id s 2°1 vgdm H<£l- rkddohmf> Hs edks snn ut kmdq

£EHs-r shld "mc dmdgfx " mc "~ bst k I nmdx sgxs fndr hn
-ng rtqgqd+ otrak hlrxg d xbdn -l dH+ bontmarkthr sdms kx qgqdrdms sg s

Sgd ed g ne adhmf c¢cnwdc hr ° o gqshbtk g bnmbdgm eng vnld
nmk hmd b  m k dwhich is whensomeons mdkes & fakemergency call to trigger a large police

gdronmrd s sgd s gfds-r gnld- Sgd gdronmrd nesdm hmbkt
Tactics) team who arrive expecting a hostile situation. For example, in January 2016, US Congresswoman

Katherine Clark, who is a vocal proponent of legislation against online abuse inthe USA r - r vsoom s d c -

after she sponsored a hill to combat swattinf®

SHARING SEXUAIRAKITTE IMAGES WITOODISENT

Sharing sexual or private images withoutconsentisiah nk > shnm ne vnldm-r qhfgs sn oghu
out by an expartner with the aim of distressing, humiliating or blackmailing a woman. While a woman may

have initially consentedo having images taken and voluntarily shared them with an indilial, she may not

have given that person permission to share the images more widely. It is the rmumsensual aspect of this

form of abuse which makes it distinct from sexually explicit content online more broadly.

124 Amnesty International interview with Tasmina Ahme8heikh, 11 July 2017.

PWAMISVhssdg-r @atrd Ognakdl 9 Mn v, undated gavai@ble ahttpk:/wBmekatctiorimediarorg/@itter Rb h d mb d
report/ (last accessed 15 March 2018).

26 Amnesty International intervies with Jaclyn Friedman, 14 July 2017.

27 Matias, J. N., Johnson, A., Boesel, W. E., Keegan, B., Friedman, J., & DeTar, Reporting, Reviewing, and Reggnding to Harassment

on Twitter, Women, Action, and the Medial3 May 2015, available atttps://womenactionmedia.org/cms/assets/uploads/2015/05/wam
twitter-abuse-report.pdf (last accessed 16 March 2018).

%8 Hannah Levintova,This Congresswoman Has Plans tat& Online HarassmentMother Jones, September/October 2016 issue, available

at https://www.motherjones.com/politics/2016/09/katherinelark-fight-againstinternet-trollssgamergate/(last accessed 13 March 2018).
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Of the womenpolled by IPSOS Mori for Anesty International who experienced abuse or harassment on social
media platforms 10% in the USA and 8% in the UKsaid that intimate imageshad beenpostedof themonline
without their consent!?®

When UK journalist Vonny Moyes had private images of h&lmared on Twitter without her consent, she used
the same platform to hold the perpetrator to account. Her response included a series of twetbtat stated

®Rn

? ) )
gdongq

) ) ) ) g'r itrs entmc “mc mnrsdc mtec
ghl en

) ) ) ) ))
S f sghr -

) ) )
h m a
®Sgd sghmf hrxthisoly)wprkslag wedpdnyy)if ) accept the shaming. | did not give you those
ng odqgl hrrhnm sn knnj s 1d-"—

sgd gqd khsx ne adhmf useoueaWh bod#lies againstug.mall k hr s ¢

®Sghr h
|

r
sgd shl d-

Vonny Moyes
This is the reality of being a female journalist right now. People

like you try to use our own bodies against us. All the time

Vonny Moyes

Whether it's our appearance or our sexuality, it's weaponised
when you want to shut us down. Well, | refuse. | don't play that
game

« B3 v

Tweets byUK journalist @vonny_bravaighlightingviolence and abuse online against women journalists.

TARGETED HARASSMENT

Targeted harassment online involves one or more people working together to repeigtéarget a woman with
violence or abuse over a short or coordinated period of time with the aim of humiliating her or otherwise causing
distress.

Games Developer Zoe Quinn experienced what has become one of the mostetiwn cases of targeted
harassmens n mk h md - S g d?® gad apihed in 2014 fallowing asrelentless flood of online violence
and abuse that she and other prominent women in the gaming industry were subjected to on multiple social
media platforms, including Twitter. The extensivaalence and abuse targeting Zoe began after her-gartner
posted an article about their relationship and accused her of an affair. The post was picked up on platforms
like Reddit and 4Chan and resulted in a barrage of violence, abuse and harassment agahes.

129 Azmina Dhrodia,Unsocial Media: The Real Toll of Online Abuse against WomeXmnesty International, Medium, 20 November 2017,

available athttps://medium.com/amnestyinsights/unsociaimedia-the-reattoll-of-online-abuse-againstwomen37134ddab3f4 (last

accessed 13 March 2.8).

130 Jennifer VineyardXnt Cnm-s Mddc sn B gqgd @ant s UbWdtdrey 16FOctbbdri2014, availBbleqtd @ant s F 1 dgf s
http://www.vulture.com/2014/10/whyyou-should-care-about-gamergate.htmi(last accessed 13 March 2018).
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@ ZOE QUINN, US GAMES DEVELOPER

I had been dating this guy for 5 months. We broke up and he wrote a manifest@ sort of call to armst
about me and posted it in online communities that had a reputation for targeting women. The abuse | [t
experienced on Twitter included rape threats and deaththreatso d nokd b~ kkhmf | d
sn =chd rknvkx-+ r > xhmf sg° s H- vntkc e)bj n
bottle of disinfectant for me to swébw in case he were to see me at a games conference. People w
sharing drives full of images and stuff about me to post onliregto hurt me. They mass reported my Twitt
account and work account [to get them shut down]. My blog was hacked and it wasKed to my Twitte
"bbntms- Sgdx onrsdc | x gnld “ccqgdrr+ ognmd
Twitter. They changed my passwords [to lock me out of my account]. People found nude photos of me
they spread onto Twitter and other platforsi+ and people would print these photos off, masturbate «
them and send them to me. People would also text me photos of my house or tweet about dead ani
they put in my mailbox

Every single aspect of my life was impacted by the abuse. People [onlimijshed me really hard to ki
Il xrdke- Lx o " gsmdg s sgd shld chcm-s kd ud
bntkecm-s d° s nq rkddo ng cghmj v sdg- @kk H b
still is hardto get closer to new people [after going through that].

Odnokd nmkhmd otrgdc | d gd kkx g gc¢c sn jhkk |
sg m ~ edv gntgr- Enqg sgd ehgrs edv c¢  xrwadwatbl
everything collapse around me. It was and it still is hard to get closer to new people [after going thrc
that].

H cnm-s qdongs rghs sn Svhssdg "mxlngd+ sgd (
time ago.

Thedgx m stqd ne sgd Hmsdgmds ~kknvr bnmsdms onrsdc

across platforms almost instantly which means that violent and abusive content can be easy to share or
repeat and difficult to contain. One abusive oviolent tweet against an individual, for example, can quickly

multiply into hundreds or thousands of abusive or violent tweets against that individual within minutes.

UK actor and poet Travis Alabanza told Amneslyternationalabout the targetecharassment they experienced

in November 2017 after a tweet they posted went viral. Travis recount&d,

®H svddsdc adengd H vdms sn adc “mc vnjd
k> sdg Svhssdg noing $tdk sbButhdsxnitghmédd8 h

t
r

0O - mc

nm r

vV oor

ed stqgdc

sq eehb ats rnldsghmf edks °~ ahs cheedqgdms ~ants sg
where you could scroll my name and you could scrol #or 8timc  xnt - c £Enmkx ad 2 | hmt s
£H gdldladg itrs knnj hmf s sgd “atrd “mc adhmf rn
ch xnt mddc > - "mc |Id itrs r xhmf -H cnm&sl jmnhv--£
Sgdx “krn snnj ognsnr ne | d "mc sgdm bhgbkdc o gsr

Many women we spoke to emphasizethat the sheer volume of violent and abusive tweets they receive on

Twitter is specifically what they find so overwhelming abouteliplatform.

US writer and presenter Sally Kohn explained

®Sgd “atrd nm Svhssdgqg hr rngs ne bnmrs’ ms-
mnql “"khydc sg s xnt cnm-s dudm framondstothe trdilss | réallgx | n g
b m-s-—

31 Amnesty International interview with Travis Alabanza, 24 January 2018.
32 Amnesty International interview with Sally Kohn, 15 November 2017.
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When UK Shadow Home Minister Diane Abbott told Amnesty International about the difference between offline
abuse she received when she first became a Member of Parliament, and the abuse she receives on social
media platforms 30 years later, she stated®

®Hs-r sgd unktld ne hs vghbg | jdr hs rn cdahkhs  sh
rgddg kdudk ne g sqdc sg s odnokd “gqgd rgnvhmf-"—

~

@ DIANE ABBOTT, UK POLITICIAN AND SHADOW HOME SEGHET

H vdkbnld rbgtshmx+ "mc H vdkbnld dmf > fdl dms
these online platforms. But the problem is when people are not engaging in debate or scrutiny, but
showering you with abuse. Thatyou arem) f f dg+ sg s xnt ~gd ~ oqgnr
Hs-r itrs “atrd vghbg g r mn onkhshb k bnmsdm
face. | think the distinction between abuse and genuine political debate is, woultky say it if they met yo
hm sgd rsgdds> Mn sgdx vntkcm-s-

ZzSgd nmkhmd “~atrd H fds\ hr ghfgkx g bh khydc

s kij “ants | x ogxrhb k "ood g mbd hm takd xvgg
“atrdc r ° edl " kd onkhshbh™ m "mc H-I “atrdc
fqd sdq- Hs-r sgd unktld ne hs vghbg | “jdr h:

volume. And the sheer legl of hatred that people are showing.

Online abuse does damage you, it damages your confidence, it corrodes your-gslieem and it can maki
you second guess yourself as to what you talk about and what you write about. In terms of Twitter, |
spend much less time on Twitter than | used to, because the abuse is so terrible.

ZNmkhmd "~ atrd)\ hr mns eqdd roddbg+ hs-r " bs
dwodghdmbd sgdgd “~gd | " mx vnldm+ °~ mc lineimthe wayntha
sgdx vntkc v ms sn+ adb trd sgdx-gd gd > kkx qgc¢
online makes younger women of colour very hesitant about entering the public debate and thinking al
going into politics. And éter all, why should you have to pay that price for being in the public space?

133 Amnesty International interview with Diane Alditt, 24 July 2017.
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SECTION 4: THE RBERODPRROCESS

Twitter has a responsibility to take concrete steps and actions to address any human rights abuses occurring

on its platform.Part of this requires Twitter to have policies that are compliant with international human rights

standards and to ensure that it has a robust reporting process that enables users to easily report any instances

of violence and abuse. Yet, despite having poies that explicitly state that hateful conduct and abuse will not

be tolerated on the platform, Twitter appears to be inadequately enforcing these policies when women report

violence and abuse. At times, it fails to even respond to women who have takée time to report abusive

bnmsdms “~ants vg' s “bshnm+ he "mx+ g ' r addm s jdm- Svhss
nmkx bqgqd sdr ° kdudk ne | hrsqgqtrs "mc k' bj ne bnmehcdmbd
message ttat Twitter does not take violence and abuse against women seriouslky failure which is likely to

deter women from reporting in the future.

&H f ud to nm gdongshmf sn Svhssdq knmf shild

Zoe Quinn US games cevelopet3*

SVHSSDQ- RCEREBEONSIBIKTHES D

According to the United Nations Guiding Principles on Business and Human Right®, Twitter must identify,
prevent, address and account for human rights abuses in its operations. In doing so, it must express and
embed its commitment to hunan rights both through its policiesand practices. The company must take a
number of steps to meet its human rights responsibilities the first being the development of policy
commitments that incorporate and recogaze international human rights standards

TWITTER POLICIES

Twitter currently has no publically available human rights policy stating its commitment to respect human

rights in its operations. The UN Guiding Principles stafé that such a policy must also identify who is in charge

ne nudqgqrddhmf+ hlokdl dmshmf "~ mc I nmhsnghmf Svhssdg-r gt/
of policies®” related to addressing violence and abuse on the platform. In December 2015, Teitintroduced

hsr onkhbx nm -G sdetk Bnmctbs "~ mc @atrd-- Lngd gdbdmskx
account in November 2017 and #WomenBoycottTwitter going viral, current CEO Jack Dorsey promised a

®l ngd " ffqgdrr hud abuse. Hendxpeditedtha expandion &nd emforcement of Twitter rules to

include unwanted sexual advances, intimate media, hateful imagery and display names, and violence.

134 Amnesty International interview with Zoe Quinn, 13 December 2017.

35 UN Guiding Principles on Business and Human Right2011, available at
http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN. fldfst accessed 13 March 2018), p. 24.

1% UN Guiding Principles on Business and Human Righ{®011, available at
http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN. fldfst accessed 13 March 2018.

137 Twitter, Help Center, Rules and policiesavailable athttps://help.twitter.com/en/rulesand-policies#twitterrules (last accessed 13 March
2018).
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The Hateful Conduct and Abuse policy explicitltatesthat users—= 1 °~ x mn s iolengenaamnst dr directly
attack or threaten other people on the basis of race, ethnicity, national origin, sexual orientation, gender,
fdmcdg hcdmshsx+ gdkhfhntr ¥ eehkh shnm+ “fd+ chr

ahkhsx+

Hateful conduct policy

reans little if voic

How our policy works

As explained in the Twitter Rules.

« Hateful conduct: You may not promots

s individuals or groups of pe

physical harm, death, or disease of individuals

Twitter r G~ enduettPdlicy.B

The policy*® also provides an overview of the types of behaviours that are not allowed on the platform and
dmbntg fdr trdgr sn gdongs bnmsdms nm sgd ok senql sg s
standards. However, Twitter does not state who is pmnsible for the oversight and implementation of the

policy.

When a reported tweet or account is found to be in violation of the Twitter Rules, the compatgtes it will

either.14° require the user to delete prohibited content before posting new content or interacting with other

Svhssdq trdgr: sdlongq ghkx khlhs sgd trdg-r ~ahkhsx sn bc
to verify account ownership with a pbne number or email address; or permanently suspend account(s).

Svhssdq g r ) —oghknrnogx- nm gnv hs dmenqgbdr hsr nvm (g
guidance on this. It therefore remains unclear how the category or severity of violemceabuse reported to

Twitter is assessed by company moderators to determine which of the aforementioned resolutions are

applicable. Twitter does have a specific policy on abusive profitésthat statesaccounts with-abusive profile

information usualyh mc hb > sd ~atr hud hmsdms mc r anfdmeadrites hobnqqdk *~ sd
the platform reviews and enforces action against account profiles that violate the Twitter rules.

Twitter is taking some preactive steps to address violence and abusen the platform. In a letter to Amnesty
International Gee Annexl), Twitter detailed how it is using machine learning to identify and collapse potentially
abusive and lowquality replies sothat the most relevant conversations arbrought forward. It al® stated that
such lowquality replies will still be accessible to those who seek them out. Twitter also stafede Annexl)

38 Twitter, Help Center, Twitter Rules and policiesavailable athttps://help.twitter.com/en/rulesand-policies/hatefutconduct-policy (last
accessed 13 March 2018).

39 Twitter, Help Center, Twitter Rules and policiesavailable athttps://help.twitter.com/en/rulesand-policies/hatefutconduct-policy (last
accessed 13 March 2018).

140 Twitter,Help Center, Rules and policiesavailable athttps://help.twitter.com/en/rulesand-policies#twitterrules (last accessed 13 March
2018).

4 Twitter, Help Center, General guidelines and policieavailable athttps://help.twitter.com/en/rulesand-policies/abusiveprofile (last
accessed 13 March 2018).
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sg s sgdx "~ gd tr hrbistef thebr gpproadh tkviblengenahdnabusesima n@nber of areas,
from better prioritismf gdongs rhfm kr sn hcdmshexhomdverchefarthersr sn bhqgl
details or assessmergwere given about these specific efforts.

THE REPORTING FROCES

Svhssdqgq-r onkhbhdr+ enqg sgd | nr ®adiresstherrangerofwm®léenhberandc d e h mh s h n 1
abuse that women experience on the platform. However, in addition to incorporating specific human rights

policy commitments, Twitter also has a responsibility to ensure that women who experience violence and

abuse on he platform have access to an effective complaints mechanism that they know about, are easily

able to use and also trust.

Svhssdqg-r gdongshmf rxrsdl gdkhdr nm trdgr sn gqgdongs uhn
abusive or harmful ontent directly from a tweet or profile.

How to report directly from a Tweet or

profile

You can report directly from an individual Tweet or profile for

certain violations, including: spam, abusive or harmful content,

inappropriate ads, self-harm and impersonation. For

information about reporting other types of violations, see
the How to report specific types of violations section below

How to report individual Tweets for violations:

Learn how to report Tweets (or Direct Messages) for violation:

How to report media for violations:

Learn how to report Tweet: media @, and read the Twitte

How to report profiles for violations:
1. Open the profile you'd like to report.

2. Select the overflow icon § (via twitter.com and Twitter

for Android) or tap the gear icon & (from Twitter for iOS).

3. Select Report and then select the type of issue you'd
like to report.

4. you select They're being abusive or harmful, we'll
ask you to provide additional information about the issue
you're reporting. We may also ask you to select
additional Twe

from the account you're reporting so

we have better context to evaluate your report

5. Once you've submitted your report, we'll provide
recommendations for additional actions you can take to

improve your Twitter experience.

Svhssdqg-r howtesreporiivedistotine platform g

HOW TWITTER INTERARE IMPLEMEBRYILES

Twitter states that it takes a number of factors into account when determining to tageforcement action
suchaswhether®s gd adg uhntqg hr chgqdbsdc s "m hmchuhct  k+ fqgnt
has been filed by the target of the abuse or a bystander; the user has a history of violating our policies; the

severityofgd uhnk shnm: sgd bnmsdms | ° x Hawkeverl, thscorophnydorse kdf hshl °
not clarify how these different factors determine which level of enforcement option moderators will apply to

specific reports of violence and abuse.

42 UN Guiding Principles on Business and Human Right2011, available at
http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN. |fldfst accessed 13 March 2018), p. 35.
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When Twitter determines that a tweet is in violation of the rules, it requires the user to delete the specific tweet
before they can tweet again. The user will then need to go through the process of deleting the violating tweet
or appealing for review if they &lieve Twitter made an error. IfDctober2017, Twitter committed“® to notify
users whose accounts were locked for breaking the Twitter rules against abusive behaviour with details about
the offending tweet and an explanation of which policy it violated, vémail and in-app. On 9 March 2018,
Twitter stated** that they will now also email account owners whose Twitter accounts have been suspended
both the content of the tweet and which rule was broken to share more context around what led to the
suspension WHist these improvements are a welcome step in Twitter communicating the types of content it
finds to be in breach of its own policies on the platform, the company continues to fail in exercising wider
transparency and communicating to its hundreds of millics of Twitter users about the behaviour it finds
unacceptable on its platform.

Twitter does not share with users specific examples of content on the platform that would violate the Twitter

rules nor does it provide specific information on how content modsors are trained tointerpret the Twitter

rules when dealing with reports of abuse. In response to a request from Aesty Internationalabout how

content moderators are trained to understand and enforce rules against abusive behaviour on the platform,

Twitter stated 6ee Annex( + ®Nt q qduhdv sd I r ~gd dlonvdgdc sn trd sagd
"bshnm nm “bbntmsr sg° s uhnk sd ntqgq qt kdirwitterwligchr k  bj ne
on and therefore leads women to plazless faith in the reporting system.

Amnesty International also asked Twitter to share details about the content moderation process such as figures
of the number of moderators employed per region and details about how content moderators are trained on
gender and other identity based discriminationas well as international human rights standards more broadly.
Twitter declined to share this information andtated (see Annex ( We @re well aware that ensuring our teams
are taking into account gendeibased nuance in behavior is essential. Every agent handling abuse reports
receives indepth trainings around the nuanced ways historically marginalized groups are harassed,
intersectionality, and the impact that abuse online has on people's everyday lives, asra range of issues —
However, Twitter did not share details about what this training includesor did they share the number of
moderators employed per region and language.

HOW TWITTER RESRDRBEBORTS OF ABUSE

Twitter does not publicly share any specific data on how it responds to reports of abuse or how it enforces its

own policies. Amnesty International requestethat Svhssdq rg gd chr ffqgdf sdc ¢ s
reporting process and response raten three separate occasions but our requests were refused. Twitter stated

in their response fAnnex |) that the absolute numbers of reports and the proportion of accounts that are

actioned can be both uninformative and potentially misleading. In additiothey stated that users regularly

report content with which they disagree or, in some cases, with the direct intent of trying to silence another

users voice for political reasons. Although context is incredibly important to understand in the reporting
procdrr+ hs c¢cndr mns mdf > sd Svhssdg-r gtl " m qhfgsr qdronmr
reports of violence and abuse on the platform. The lack of meaningful and disaggregated data leaves little

information by which to assess how the porting process is working for users who report violence and abuse

to the platform.

Twitter also states that it can take up to 24 hours for moderators to confirm receipt of a report but it does not
explicitly guarantee that it will respond to reports abuse nor does it stipulate how long it will take to respond
to reports. It also does not set any public benchmarks or targets to record or improve response times to reports
of abuse. There are currently no features on the platform for users to check o tstatus of any reports made

to Twitter. In January 2018, Twitter introduced its latest reporting feature which provides araipp notification

to users about the progress of any submitted reports and specifies which particular rule an account or tweet
is found to have violated Although such a feature, in principle, provides users with more access to decisions

143 Twitter Safety, Tweet, 19 October 2017, avable athttps:/twitter.com/TwitterSafety/status/921133556054687748ast accessed 13
March 2018).

44 Twitter Safety, Tweet, 08 March 2018, available &ttps:/twitter.com/TwitterSafety/status/971882517698510848ast accessed 13
March 2018).
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on reports that have been made and greater transparency about which Twitter rule has been broken, this
update is only helpful whenTwitter makes a @cision on reports of violence and abuse.

Twitter also state¥"® that users can appeal a decision based on their review of a report of violence and abuse

if the user believesthat they made an error. A detailed overview of the appeals process, including explicit

commitment to respond to all appeals or a timeframe of when to expect a response is not included in any of
Svhssdqg-r onkhbhdr - @cchshnm  kkx+ “ksgntfg Svhssdg-r on
platform that they seehappening to users, it does not seem to be investing in awarenasssing campaigns to

ensure that users know that they are able to do so.

@ mdrsx Hmsdgm ¥hgmvbder sgmgE&hmdmenkkl dm eddk sg°s Svhssdq
has been irmdequate. 43% of women polled in the UK and 22% of women polled in the USA, who are Twitter

trdgr+ rs > sdc sg° s sgd bnlo mx-r gdronmrd sn “atrd nqg g°
across all countries polled, excluding Denmark, who are Twitterr d gr r s~ sdc sgd bnl o mx-r qdr
or harassment was inadequate. These figures show that Twitter has a lot more work to do when it comes to

making its reporting mechanisms more effective for women who experience violence and abuse on the

platform.

Percentage of woman who think that the response of these
social media platforms has been inadequate in addressing
abuse and harassment?

[}] Download data

Qdrtksr ne @ mdr sx HoossBqgommtriesomPercéntage ofrwonieh whdhink thak the
gdronmrd ne Svhssdgq g ' r addm hm cdpt sd hm “ccqdrr

VNLDM- R D WOONIITEMBENBENRICEF TWITTER
RULES

The Twitter rules are meant to provide guidance and clarity on which behaviours the company deems
"bbdos akd nm sgd ok senql- @ksgntfg Svhssdqg-r g sdetk b
women rights, it means little for women on Twiér if such policies are not consistently enforced in practice.

145 Twitter,Help Center, General guidelines and policiesvailable athttps:/help.twitter.com/en/rulesand-policies/enforcementoptions (last
accessed 13 March 2018).
146 Azmina Dhrodia,Unsocial Media: The Real Toll of Online Abuse against Wome¥mnesty International, Medium, 20 November 2017,

available athttps://medium.com/amnestyinsights/unsociaimedia-the-reattoll-of-online-abuse-againstwomen37134ddab3f4 (last
accessed 13 March 2018).
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UK Politician Lisa Nandy told Amnestinternationals g °s rgd g r khsskd e hsg hm Svhss
a tweet she believed was threatening was found not to be in breach of theitter rules. She recounted?’

®E£Sgd mdws svdds H fns v'r eqgnl ftx vgn r hec g
sgntfgs+ -Vdkk sg s-r mns qhfgs+ hr hs>--gRn H q
-Vd vhkk hmudrshf > sd sghr "mc fds a > bj sn xnt
gntgr k> sdg+ H fns ° Ildrr fd r > xhmf =Vd-ud knnj

abuse sono furtheraotm v hkk adzedkkmsdghr Hhisgintfgs™ sns’  k v

In January 2018, UK purnalist Ash Sarkar tweeted a screenshot of abuééthat she had received on Twitter

which was found not to be in violation of the community stalards. The racist and sexistanguage explicitly

used in this tweet demonstrates how, even when reported, abusive content can remain on the platform due to
Svhssdg-r hmbnmrhrsdms hmsdqogds shnm "~ mc dmengbdl dms ne

Example of abusivawed sent to UK journalist @ayoCaseaeportedto Twitterand found to be not in
violation of Twitterrules on 18 January 2018

Other women interviewed by Amnestinternationalr g~ qdc r hl hk g bnmbdgmr "~ ants Svhs
its users onine whenthey report abuse. UKgurnalist Allison Morris told Amnestynternationalthat she feels

Twitter has let her down after experiencing continuous and targeted harassmenton TwitttiSv hssdg-r onk hbx
stateg® that ® ou may not engage in the targeted harassmeof someone, or incite other people to do so. We

bnmrhcdg “~atrhud adg uhngqg m “ssdlos sn g g rr+ hmshl hc"’

As a verified Twitter user, Allison has access to additional features when filing a report on Twitter aatlosved

sn hmbktcd ° rgngs dwok m shnm “r sn vgx rgd adkhdudr °
standards. She told us?!
®Svhssdg+ H ehmc+ c¢cnm-s qdlnud "~ mxsghmf- H sghmj H -

Tws sdqgq+ H s ghmjtonsgad & threatlandjtidelothar kad a powagraphic image. There are 50 or

147 Amnesty International interview with Lisa Nandy, 25 October 2017.

148 Ash Sarkar, Tweet, 18 January 2018, available https:/twitter.com/AyoCaesar/status/953959860403687424/photo/last accessed 13
March 2018).

149 Amnesty International interview with Allison Morris, 10 January 2018.

0 Twitter, Help Center, Twitter Rules and Policiesvailable athttps://help.twitter.com/en/rulesand-policies/twitterrules (last accessed 13
March 2018).

51 Amnesty International interview with Allison Morris, 10 January 2018.
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